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Topics

• Security assurance @ SAS

• Staying informed on security notices

• Keeping up with security fixes
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How SAS approaches security

• PSIRT: Product Security Incident Response Team

– SAS Technical Support, R&D (Product Security Office), 
Cloud & Information Services and others

• SAS is a member of FIRST

– Forum of Incident Response and Security Teams

• Security is part of our Quality initiative

– White papers available on SAS Software Security 
Framework, SAS Quality Imperative

For SAS software and services

Learn more at the SAS Trust Center

http://www.first.org/
https://www.sas.com/en_us/trust-center.html
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Security Bulletins from SAS

• Found on support.sas.com

• Addresses high-profile CVEs*

• Also major security updates 
from SAS

• Bulletins can be updated over 
time

• RSS feed available

*CVE = Common Vulnerabilities and Exposures
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How to report a security issue

Customers:

• Open a track with SAS Technical Support

Researchers / non-Customers:

• Contact PSIRT directly by sending email to psirt@sas.com. Information 
about security vulnerabilities should be encrypted by using our public 
Pretty Good Privacy (PGP) key
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Routine Security Updates

• SAS 9.4 Maint 6 & 7: quarterly security updates

• SAS Viya 3.5 updated as needed, bundled with other fixes

• SAS Viya 2020.1 and later: monthly releases with features

• SAS Cloud software & services: applied in hosting environment

All software: SAS Notes and Security Bulletins provide detailed 
instructions to mitigate security issues while patches become available.

Non-critical security fixes issued on a regular schedule
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Stay informed about security fixes

• Get notified when a security 
related hot fix is released

• Subscribe to all hot fix notices, 
or just select categories

• RSS feed available

Check the Hot Fix Announcements on SAS Communities

https://communities.sas.com/t5/SAS-Hot-Fix-Announcements/bg-p/hf

