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SAS Platform Architecture – SAS 9.4

Client Tier

SAS Management Console
SAS Enterprise Guide
SAS Add-In for Microsoft 
Office
SAS Enterprise Miner
SAS Data Integration Studio
SAS Information Map Studio
SAS OLAP Cube Studio
SAS Solution Applications

Web Browser

Mobile Devices (to view
some types of reports)

Middle Tier

SAS Web Server
(http server)

SAS Web Application Server

SAS Web Infrastructure  
Platform

(Logon Manager)

Web Applications:
SAS Studio
SAS Web Report Studio
SAS Information Delivery 
Portal
SAS Web Report Studio
SAS Visual Analytics
Other SAS Web Applications
and Solutions

SAS Environment
Manager Agent

SAS Environment
Manager  Server

Cache Locator

SAS Servers

JMS Broker

Metadata Server

SAS Workspace Server
SAS Pooled Workspace
Server
SAS Stored Process 
Server
SAS Grid Servers
SAS OLAP Server
SAS LASR Analytics
Server

Data Sources

SAS Data Sets
SAS OLAP Cubes
Third-Party Data Stores
Enterprise Resource
Planning (ERP) Systems

SAS Web Infrastructure
Platform Data Server

SAS Environment
Manager Agent
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The SAS Platform Architecture – SAS Viya

Application Services 

Runtime Environments

APIs /
UIs

MVA ESP In-DB

Data 
Access

Security, Governance, Administration

Host Environments

Products / Solutions

CI
Risk

Analytics

Visualization
Fraud & Security

Data Management

SAS
Python

R

REST
Java
Lua

SAS Studio
Jupyter 
R Studio

Enterprise Guide

Streaming

Cloud

Hadoop

Database

ACCESS engines

On-Premises, Private, 
Public, Hybrid Cloud

CAS

(Data Connectors)
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Non-Distributed CAS Deployment Architecture

SAS Cloud Analytic Services

Symmetric Multiprocessing
(SMP)

CAS Controller

Data Connector
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Distributed CAS Deployment Architecture

CAS Controller

CAS Data 
Connector

CAS Worker

CAS Data 
Connector 
Accelerator

CAS Data 
Connector 
Accelerator

CAS Data 
Connector 
Accelerator

CAS Data 
Connector

CAS WorkerCAS Secondary 
Controller

CAS Data 
Connector

CAS Data 
Connector 
Accelerator

CAS Data 
Connector

Massively Parallel Processing
(MPP)

SAS Cloud Analytic Services: Analytics Cluster

Optional
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Platform Architecture Comparison

SAS 9.4 SAS Viya

SAS Metadata Server SAS Infrastructure Data Server

SAS Configuration Server 

CAS Server Permstore

SAS Object Spawner/SAS 

Workspace Server

SAS Object Spawner/SAS 

Workspace Server

Launcher/Compute Server 

IOM REST APIs

SAS Message Broker

Multi-tenancy (SAS Grid) Multi-tenancy (All)



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

SAS Viya Servers and Services

Servers

Analytic Engines Programming Run Time

CAS

MVA/SPRE

ESP

MAS

ElasticSearch

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS/CONNECT 
Server and 
Spawner

Embedded Web 
Application Server

Infrastructure Servers

SAS Cache Locator

SAS Cache Server

SAS Configuration 
Server

Apache HTTP Server

SAS Infrastructure 
Data Server

SAS Message Broker

SAS Secret Manager

Microservices

Web Applications

Services
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Programming Run Time Servers

Programming Run Time

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS/CONNECT 
Server and 
Spawner

Embedded Web 
Application Server

SAS Programming Runtime EnvironmentSPRE
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Programming Run Time Servers

Programming Run Time

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS/CONNECT 
Server and 
Spawner

Embedded Web 
Application Server

Compute

Launcher

SAS Drive

SAS Studio 5.1

Model Studio

continued...
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Programming Run Time Servers

Servers

Programming Run Time

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS/CONNECT 
Server and 
Spawner

SAS Studio
4.4

Embedded Web 
Application Server

Compute

Launcher

SAS Drive

SAS Studio 5.1 

Model Studio

continued...
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Programming Run Time Servers

Servers

Programming Run Time

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS Studio 
4.4

Compute

Launcher

SAS Drive

SAS Studio 5.1

Model Studio

Embedded Web 
Application Server

continued...

SAS/CONNECT 
Server and 
Spawner



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

Programming Run Time Servers

Programming Run Time

SAS Launcher 
Server

SAS Compute 
Server

SAS Workspace 
Server and Object 

Spawner

SAS/CONNECT 
Server and 
Spawner

Embedded Web 
Application Server

continued...
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Microservices

Microservices

Web Applications

Services

Configuration

Report

Monitoring

…

Logon

Identities
Device

Management

Compute

Folder 
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SAS Infrastructure Servers

Configuration

Report

Monitoring

…

Logon

Identities
Device

Management

Compute

Folder 

Microservices

Web Applications

Services

Infrastructure Servers

SAS Configuration 
Server

Configuration Data
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SAS Infrastructure Servers

...

Infrastructure Servers

SAS Infrastructure 
Data Server

Microservices

Web Applications

Services

PostgreSQL

SAS Configuration 
Server

continued...
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SAS Infrastructure Servers

Configuration

Authorization

...

Report

Logon

Infrastructure Servers

Microservices

Web Applications

Services

SAS Message Broker
• Message 

Queues
• Exchanges

SAS Infrastructure 
Data Server

SAS Configuration 
Server

continued...
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SAS Infrastructure Servers

Configuration

Authorization

...

Report Data

Logon

Session Cache
Infrastructure Servers

Microservices

Web Applications

Services

SAS Infrastructure 
Data Server

SAS Configuration 
Server

SAS Cache Locator

SAS Cache Server

SAS Message Broker

continued...



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

18

SAS Infrastructure Servers

Infrastructure Servers

SAS Cache Locator

SAS Cache Server

SAS Configuration 
Server

Apache HTTP Server

SAS Infrastructure 
Data Server

SAS Message Broker

Microservices

Web Applications

Visual
Analytics

SAS Studio
5.1

Compute

Launcher

Report

Data

Logon

SAS Studio 
4.4

continued...



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

19

SAS Infrastructure Servers

Infrastructure Servers

SAS Cache Locator

SAS Cache Server

SAS Configuration 
Server

Apache HTTP Server

SAS Infrastructure 
Data Server

SAS Message Broker

SAS Secret Manager

Microservices

Web Applications

Services

continued...
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SAS Platform Management Tools – SAS 9.4

SAS Management Console is a desktop client application that enables 
administrators to administer metadata, register users and data, and set 
metadata security.

Administrative functionality is 
presented through plug-ins.

Metadata is organized 
in folders.
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SAS Platform Management Tools – SAS 9.4

SAS Environment Manager is a web-based administration tool that enables you 
to, including the operation of SAS servers on the server tier and middle tier.

Features include the following:
• Administer metadata, register users and data, and set metadata security

• monitor the performance, operation, and 
health of your SAS deployments

• collect and chart data on metrics for 
SAS resources

• monitor log events and reporting alerts

continued...
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SAS Platform Management Tools – SAS Viya

./sas-admin identities --output text list-members --group-id SASAdmins

Interface name

Global options Command Command options

SAS Environment 
Manager

SAS Drive

SAS Command-line Interface
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions
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Identity Management in SAS Viya

Users and groups are retrieved from the identity 
provider and stored in the identity cache.

...

OpenLDAP
Active Directory

• Read-only connection to LDAP
• Only users in the identity cache can access

SAS Viya.

Viya
Identity 
Cache

LDAP 
Server

Identities
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Identity Management in SAS Viya

Users and groups are retrieved from the identity 
Provider and stored in the identity cache.

...

OpenLDAP
Active Directory

• Read-only connection to LDAP
• Only users in the identity cache can access

SAS Viya.

Viya
Identity 
Cache

LDAP 
Server

Identities

• A filter is applied to limit the users and groups
that are returned to the identity cache.

continued...
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Identity Management in SAS Viya

Users and groups are retrieved from the identity 
Provider and stored in the identity cache.

...

OpenLDAP
Active Directory

• Read-only connection to LDAP
• Only users in the identity cache can access

SAS Viya.

Viya
Identity 
Cache

LDAP 
Server

Identities

• A filter is applied to limit the users and groups
that are returned to the identity cache.

• The identity cache is updated every 12 hours.

continued...
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Custom Groups in SAS Viya

Identities

OpenLDAP
Active Directory

Viya
Identity 
Cache

Custom Groups

Application 
Administrators

Data Builders
ESRI Users

Report 
Developers

Project X

SAS
Administrators
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CAS server

Implicit Group: Authenticated Users = SASUSERS

Plan Files 

Reports

Folders

✓

✓

✓

✓

✓

SAS Visual Analytics

✓
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Initial User: sasboot Account

Viya Identity 
Cache

AhmedChristine

SAS Administrators

• Internal account used to 
resolve authentication issues.

• Can perform initial 
configuration to the identity 
provider

• Setup initial administrative 
users
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions

Demonstration
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management
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content and 
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Promoting Content between Releases

Promotion is the process of capturing content from one location 
and moving it to a different location.

SAS Visual 
Analytics 7.x

SAS Package 
file
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Promoting Content within a Release

Promotion is the process of capturing content from one location 
and moving it to a different location. 

Development Test Production



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

35

Common SAS Viya Administration Tasks

Manage 
Users
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions
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Content Types and Characteristics

All content objects have these characteristics:

• can have only one parent 

• can be moved

• cannot be copied or duplicated

• have a unique identifier, a
uniform resource identifier (URI)

Folder

Folder

Folder

Data
Plan

Shortcut

Report
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Uniform Resource Identifier

Content URI:

Functionality URI:

/folders/folders/e28e35af-2673-4fc7-81fa-1a074f4c0de9
/reports/reports/856dcd96-be88-4940-bc4f-66800c2f5503

/SASVisualAnalytics/**
/** denotes access to all 
descendant functionality

microservice

end point unique ID
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions

Demonstration
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Common SAS Viya Administration Tasks

Manage 
Users

Promote 
Content

Content 
Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions
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General Authorization-Access Controlled Via Rules

A rule is a composite of authorization elements.

groupAgrant

Read

Principal

Target 

Permission

Setting

Condition
(Optional)

Folder A

SAS Visual Analytics
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General Authorization

In general authorization, any access that is not explicitly granted is implicitly
denied.

General 
Authorization

Folder

User-created 
content

SAS Viya 
Functionality
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General Authorization

Using rules, general authorization determines whether a principal is or is not 
authorized for an object or functionality.

General 
Authorization

Folder

SAS Viya 
Functionality

User-created 
content

...

continued...
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Inheritance of Authorization

Parent

Report
or

Plan

Child

Report
or

Plan
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Precedence of Authorization

If you explicitly 
prohibit authorized 
users, you impact 
the SAS 
administrators
as well.

SAS Viya 3.4

Implicit Prohibit

Grant

Prohibit

Lowest

Highest
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Using Rules to Control Access to Functionality

Access to functionality is administered using rules that determine the 
features that are available to a user.  

Applications

Media Types

Menu items 
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Common SAS Viya Administration Tasks
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Common SAS Viya Administration Tasks

Manage 
Users
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Content
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Management

Manage 
access to  

content and 
functionality

Managing 
User 

Sessions



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

49

CAS Server User Sessions

Cloud Analytic Services

Session Worker 
01

Session Worker 
03

Host B

Host C

Host D

Host A

CAS Controller

Session Controller

SAS Visual Analytics

SAS Studio

APIs: Python, R, Lua

Session Worker 
02
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Session Process Ownership

SAS Visual Analytics

CASHostAccountRequired

EricJoe

CAS Session 

User: Lynn

User: cas

Identities

SAS Logon 
Manager



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

51

Session Process Ownership

SAS Visual Analytics

CASHostAccountRequired

EricJoe

CAS Session 

User: Lynn

User: Lynn

Identities

SAS Logon 
Manager

Lynn

continued...
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Session Process Ownership

SAS Visual Analytics

CASHostAccountRequired

EricJoe

CAS Session 

User: Lynn

User: Lynn

Identities

SAS Logon 
Manager

Lynn

continued...
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Common SAS Viya Administration Tasks
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