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SGF Administration Paper Review

Presenter
Presentation Notes
31 papers (+1 from last year)11 Viya8 Grid
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#SASGF

SAS® Administration Lifecycle

Presenter
Presentation Notes
Administration Lifecycle (used last year as well)Applies to V9 and ViyaI’ll cover papers in:Envision and designConstruct, roll out, manage, and updateEnhance, tune, and extendThen I’ll cover papers on:Security and AuditingUnlike last year, I *won’t* have a separate section on Viya because it is sprinkled throughout
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Envision and Design

Presenter
Presentation Notes
11 papers – Great!Reflects emphasis required on “Development” vs. “Operational” phase
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#SASGFManaging Complex SAS® Metadata Security Using 
Nested Groups to Organize Logical Roles

Stephen Overton, Overton Technologies – 1789-2018

• Scalable security schema
• Nested groups + logical roles

• Authentication vs. Authorization
• Controlling access

• Data
• Functionality
• Folders

• Template security model
• Naming standards

Presenter
Presentation Notes
Scalable security schemaMetadata security can be complexGroups & rolesAuthentication vs. AuthorizationAccess control on data and user contentProvides a template implementationSuggests naming standards to ease maintenance

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1789-2018.pdf
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#SASGFFrequently Asked Questions about 
Getting Started with SAS® Grid

Andy Peredery, Nick Welke, and Ivan Gomez, Zencos Consulting– 2752-2018

• What is SAS Grid?
• How does it compare to Hadoop?
• What about SAS MP Connect?
• What is the SAS Grid architecture
• Why add SAS Grid to my environment?
• What should I consider when…

• planning for SAS Grid?
• educating my users?

Presenter
Presentation Notes
What is SAS Grid?High level overviewHow does it compare to Hadoop?Hadoop is about distributed dataGrid is about distributed computeWhat about SAS MP Connect?Split up a single SAS program into multiple tasks run in parallelWhat is the SAS Grid architecture?Metadata, compute, middle tiersWhy add SAS Grid?Laptop/desktop licensing costsIT support costsOperational costsFaster jobsWhat should I consider when planning?UsersConcurrent usersData volumeExisting jobsRuntimesUser training needsTips to make use more efficient / automated

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2752-2018.pdf
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#SASGFThe Ins and Outs of Internal and External Host 
Names with SAS® Grid Manager

Paula Kavanagh, SAS Institute Inc. – SAS1775-2018

• Internal hostname <> external hostname = potential trouble
• SAS Grid Manager
• SAS Environment Manager

• Overview of Grid components
• Communication flow
• Central Authentication Service (CAS) <> “CAS”
• 2 Problems:

• External Grid Module client  internal hostnames
• Internal Agent  external hostnames

Presenter
Presentation Notes
Internal hostname <> external hostname = potential troubleSAS Grid ManagerSAS Environment ManagerGrid componentsGrid Manager ModuleGrid Manager Agent for SAS EVPlatform Web ServicesSAS Logon Manager / Central Authentication ServiceCommunication flow <diagram to right>2 ProblemsFirewalls frequently prevent proper evaluation of hostnamesExternal Grid Module client referencing internal hostnamesInternal Agent referencing external hostnames

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1775-2018.pdf
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#SASGFSAS® Grid Manager for High Availability: 
Implementation Best Practices

Edoardo Riva, SAS Institute Inc. – SAS2155-2018

• Levels of High Availability in a Grid
• Hardware
• LSF software
• SAS Services
• SAS programs

• SAS Environment Manager
• SAS Grid Manager module

• HA Configuration Manager
• Tips

Presenter
Presentation Notes
Levels of High Availability in a GridHardwareLSF – master failoverSAS Services – automatic failoverMetadataWIPDSOLAPObject SpawnerMiddle TierEV and Deployment agentsSAS programs – auto restart capabilitiesSAS EV Grid Manager module (9.4M2+)HA Configuration Manager (9.4M3+)9.4M5 additions:Health check scriptEnhanced service dependency managementApplication affinityTips

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2155-2018.pdf
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#SASGFHigh-availability services in enterprise environment
with SAS® Grid Manager

Andrey Turlov, Allianz Technology SE; Nikolaus Hartung, SAS – 1726-2018

• HA in SAS Components
• Use Case: EBI + Grid

• Topology
• IBM® Platform LSF® & EGO® Configuration
• Metadata Server Configuration
• SAS Services metadata

• Dynamic LSF and static metadata

Presenter
Presentation Notes
HA in SAS ComponentsMetadata ServerWeb Application ServerWIP Server (PostgreSQL)SAS Services (Object & CONNECT Spawners, OLAP)Use Case: EBI + GridTopologyLSF – workload managementEGO – supports failover in distributed environmentMetadata Server configSAS Services metadataOvercoming obstacle of dynamic LSF (moving around on different hosts) and static metadata

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1726-2018.pdf
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#SASGF

Optimizing Red Hat GFS2® on SAS® Grid
Tony Brown, SAS Institute Inc. – SAS1929-2018

• Red Hat Global File System 2
• Performance Architecture Reviews
• Limitations
• Installation
• Host Node Tuning
• Distributed Lock Manager tuning
• Hardware Connection

Presenter
Presentation Notes
Red Hat GFS2 - descriptionPerformance Architecture Review types…SAS Grid Application Review conducted with SASHigh Availability and Resilient Storage review (by specialist)Final Performance review, conducted with Red HatGFS2 LimitationsNode countFile sizeNode write I/O bandwidthSAS SPD Server effectsInstallationNode topology & access to GFS2SASWORK/UTILLOC placementGFS2 software on Grid nodes (Corosync, Pacemaker, DLM, CLVMD)Host Node tuningSAS best practices on RHEL (cited white paper)Distributed Lock Manager tuningHardware Connection optionsHost Bus Adapter via Fiber Channel to SANNIC via switches and LAN-based NAS…

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1929-2018.pdf
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#SASGFDeploying SAS® Grid Systems on 
VMware ESXi Virtually Provisioned Storage

Tony Brown, SAS Institute Inc. – SAS1931-2018

• BIOS Settings
• Physical Host Issues
• VM Configuration
• SAN Storage
• LUN Specifics

Presenter
Presentation Notes
BIOS SettingsEnable hardware virtualizationDisable node interleavingPhysical Host IssuesCPU, Memory, I/OVM ConfigurationCPU, Memory, I/OSAN StorageDirect-attachedNetwork-attachedScale out, software-defined storageLUN Specifics (Logical Unit Number)VM file systemsVM disksSingle LUNMultiple LUNsStriped LUNsRaw Device Map LUNs

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1931-2018.pdf
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#SASGFCreating a Multi-Tenant Environment 
using SAS® Enterprise Guide® and SAS Grid®

Tim Acton, General Dynamics Health Solutions– 2642-2018

• Centers for Medicare & Medicaid Chronic Condition Warehouse Virtual 
Research Data Center (CMS CCW VRDC)

• External user access to data
• Why EG and Grid?
• CCW infrastructure
• EG as a service
• Grid-launched workspace servers
• CCW-specific autoexec tuning

Presenter
Presentation Notes
Use Case: Centers for Medicare & Medicaid Chronic Condition Warehouse Virtual Research Data Center (CMS CCW VRDC)External user access to dataWhy EG and Grid?EG: Ease of use and flexibilityGrid: Powerful back-end CPU/storageCCW infrastructureLinuxIBM Spectrum Scale (GPFS)Cisco serversEG as a serviceVMWare Horizon virtual desktopGrid-launched workspace serversCCW-specific autoexec tuning

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2642-2018.pdf
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#SASGF

Planning for Migration from SAS® 9.4 to SAS® Viya®
Don B. Hayes, DLL Consulting Inc.; Spencer Hayes & Michael Shealy, Cached Consulting LLC; 

Rebecca Hayes, Green Peach Consulting Inc. – 2391-2018

• SAS 9 vs. SAS Viya architecture
• Supported OSes
• Pre-installation
• Installation

• SDW vs. Ansible

• Administration
• Libraries
• Upgrades/Migration

Presenter
Presentation Notes
SAS 9 vs. Viya architecture overviewSupported OSesPre-installationPlan file vs. Ansible playbookMetadata vs. LDAP identitiesInstallationSDW vs. AnsibleAdministrationSASMC & EV, sasadm@saspw, roles, etc.EV, LDAP, SAS Administrators, etc.LibrariesLibnames vs. CASLIBsData loadingUpgrades/MigrationMore *within* V9 or Viya, rather than from one to the otherYou integrate the two rather than migrate from one to the other

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2391-2018.pdf
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#SASGF

SAS® Viya® Service Layer Architecture Overview
Eric Bourn, SAS Institute Inc. – SAS2272-2018

• SAS Viya architecture
• Microservices
• Service registration and config
• REST communication
• SAS Message Broker
• SAS Infrastructure Data Server
• Scaling & High Availability
• SAS Environment Manager & CLIs

Presenter
Presentation Notes
Viya architectureMicroservicesNo tight couplingFlexibility and controlQuicker restartEliminate single points of failureExamples: SAS Logon, Authorization, Identities, Configuration, Folders, PreferencesService registration and configurationSelf-registeringDiscoverable by other MicroservicesStatusReal-time updates to configREST communicationOpen standardLanguage agnosticIndependent versionsStatelessSAS Message BrokerEvent-drivenSAS Infrastructure Data ServerScaling and High AvailabilityCache Locator / Cache Server (when postgres is too slow)SAS Environment Manager & CLIssas-admin pluginssas-auditsas-authorizationsas-folderssas-identities

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2272-2018.pdf
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#SASGFSAS® Viya®: Architect for High Availability Now 
and Users Will Thank You Later

Jerry Read, SAS Institute Inc. – SAS1835-2018

• What is H/A?
• Load balancing…

• CAS
• Programming Runtime Servers
• Microservices
• Infrastructure Servers

Presenter
Presentation Notes
What is H/A?Load balancing…Deployment configuration (Ansible playbook) of:CASController and workersProgramming Runtime ServersCompute, Launcher, Workspace, Object Spawner, Embedded Web App Server, SAS/CONNECTMicroservicesInfrastructure ServersApache HTTP, SAS Configuration Server, SAS Message Broker, SAS Infrastructure Data Server

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1835-2018.pdf
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Construct, Roll Out, Manage, and Update
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#SASGFAutomated Management of UNIX/Linux 
Multi-Tiered SAS® Services: The Enhanced SAS_lsm Utility

Clifford J. Meyers, SAS Institute Inc. – SAS1921-2018

• SAS_lsm (SAS0339-2017)
• Multi-tier SAS Environment
• Start / Stop / Status
• Deploying SAS_lsm
• Configuration File
• Example 3-Tier Config
• Use-cases

Presenter
Presentation Notes
SAS_lsmLast year’s paper for fundamentalsThis year’s enhancementsMetadata horizontal clusteringMPP LASRUser-defined servicesStart from / Stop at <tier>LoggingMulti-tier SAS EnvironmentComplexity / dependenciesStart / Stop / StatusAutomatesChecks status before proceeding to next stepDeployment	SAS Usage Note 58231Configuration FileExample 3-Tier ConfigUse-cases for Execution (each with multiple scenarios)Checking statusStoppingStarting

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1921-2018.pdf
http://support.sas.com/resources/papers/proceedings17/SAS0339-2017.pdf
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#SASGF

External Databases: Tools for the SAS® Administrator
Mathieu Gaouette, Prospective MG inc. – 2357-2018

• DB library config levels
• SAS Management Console
• Creating libraries

• Required options

• Advanced options

• Validating access
• Other considerations

Presenter
Presentation Notes
Multiple levels of configuration for an external DB library…OSSAS Server componentSAS Management ConsoleAdding connections under Server Manager pluginUser authenticationCreating a libraryRequired optionsAdvanced optionsValidating accessOther considerationsConsistency in advanced options across libraries to a single serverEducating usersNaming conventions

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2357-2018.pdf
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#SASGFRecent SAS® 9.4 Middle-Tier Platform Updates 
for Fun and Profit

Zhiyong Li and Qing Gong, SAS Institute Inc. – SAS1918-2018

• Middle Tier updates since SGF 2017
• Middle Tier primer
• 3rd party updates in 9.4M4 and 9.4M5
• Horizontal cluster updates
• OpenSSL security
• Preservation of SSL & reverse proxy settings
• Security hardening
• SAS Environment Manager updates

Presenter
Presentation Notes
Zhiyong & Qing [Ch’ing]Middle Tier updates since last yearMiddle Tier primerJREWeb ServerWeb App ServerJava Message BrokerCache LocatorSAS Environment Manager3rd party updatesPivotal Web ServerPivotal Web App Server / Tomcat 8SAS Private JRE (security updates)Horizontal cluster updatesProcess for applying fixesSecurity-related changesOpenSSLPreserving security settings after an UIPSecurity hardeningTLSv1.2SAS Environment Manager updatesSecurity hardeningUI changes for CRPs

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1918-2018.pdf
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#SASGFA Programming Approach to Implementing SAS® 
Metadata-Bound Libraries for SAS® Data Set Encryption

Deepali Rai, SAS Institute Inc. – SAS2181-2018

• Metadata-bound libraries
• Concepts
• Value

• Administrator/user challenges
• Planning
• Implementation

• SASMC
• PROC AUTHLIB

• Monitoring and Maintenance

Presenter
Presentation Notes
Metadata-bound librariesConceptsValueAuthorization: stricter controlEncryption: enforced by library definitionAdmin/user challengesEach directory needs to be bound[UNIX] only the directory owner can bind itPW and encryption must be specified at creationPlanningWhen you should/shouldn’tIdentifying users and directoriesMetadata security modelPW and encryption key managementImplementationSASMCPROC AUTHLIBMonitoring and Maintenance

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2181-2018.pdf
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#SASGF

Troubleshooting your SAS® Grid Environment
Jason Hawkins, Amadeus Software Limited– 2620-2018

• Grid topology
• Grid benefits
• IBM® Spectrum™ LSF®
• Sequence of events for job
• Local vs. Shared installation and config files
• Troubleshooting

• Logging
• LSF commands
• SAS Environment Manager & Enterprise Grid Orchestrator

• Problem resolution

Presenter
Presentation Notes
Grid topologyMetadata, Compute, Middle TiersGrid benefitsWorkload distributionHigh AvailabilityScalabilityLSFSequence of events for jobLocal vs. Shared installation and config filesTroubleshootingLoggingLocationsDebug levelsLSF commandsBHOSTS / BJOBS / LSIDExamplesEV & Enterprise Grid Orchestrator can helpProblem resolutionTaking nodes out of service

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2620-2018.pdf
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#SASGFTaming Change: Bulk Upgrading SAS® 9.4 
Environments to a New Maintenance Release

Javor Evstatiev, EVS; Andrey Turlov, Allianz Technology SE – 1825-2018

• Maintenance – Why?
• Preparation

• Mass Upgrading
• Reusable Tools
• Testing
• Depot Management

• Execution
• UIP
• Install & Migrate

Presenter
Presentation Notes
Maintenance – Why?PreparationEffort estimationHandling multiple stages (DEV/TEST/PROD/…)Understand your usersUnderstand your contentUnderstand state of contentPrepare depot & hot fix catalogDefine validation proceduresPrepare SAS client update rolloutMass UpgradingAutomation (e.g., Ansible)Reusable ToolingKnowledge baseStep-by-step instructionsScriptsTestingOQLibname tests of 3rd party DBsLogin in all supported ways (Kerberos, certificate, etc.)Test WRS with predefined reportImport/export packagesEG authenticationEM projectPROC IOMOPERATEDepot Management (can be large)ExecutionUIPInstall & Migrate (a.k.a. promotion)

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1825-2018.pdf


SAS and all other SAS Institute Inc. product or service names are registered trademarks or trademarks of SAS Institute Inc. in the USA and other countries. ® indicates USA registration. Other brand and product names are trademarks of their respective companies.

#SASGFLatest and Greatest:
Best Practices for Migrating to SAS® 9.4

Alec Fernandez and Leigh Fernandez, SAS Institute Inc. – SAS2117-2018

• “Migration”
• Ground Rules
• Preparation
• Analyzing Source System
• Packing - SAS Migration Utility
• Unpacking - SAS Deployment Wizard

Presenter
Presentation Notes
“Migration”Copy config, data, formats, macros, reportsFrequently when upgradingLike moving to a new houseGround RulesAll or nothingProductsMachinesSame topologySame operating system familyPreparationBackupClean up unnecessary artifactsAnalyzing Source SystemSAS Migration UtilityDownloading and installingAnalysis Report – resolving issues (e.g., incompatible versions)SAS Migration Utility packagesSAS Deployment WizardConsuming SMU package

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2117-2018.pdf
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#SASGFA “Big Red Button” for SAS® administrators: 
Myth or Reality?

Sergey Iglov, SASIT Limited – 1828-2018

• Simplifying cloud deployment
• Infrastructure provisioning
• Installation
• Configuration

• IaaS vs. PaaS vs. SaaS
• SAS 9 & SAS Viya
• AWS example

Presenter
Presentation Notes
Premise of easing overall administrative lifecyclePrimarily about simplifying cloud deploymentInfrastructure provisioningInstallationConfigurationIaaS vs. PaaS vs. SaaSSAS 9 & SAS Viya (focuses on Viya)AWS example

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1828-2018.pdf
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#SASGFDocker Toolkit for Data Scientists –
How to Start Doing Data Science in Minutes!
Donna De Capite, SAS Institute Inc. – SAS1875-2018

• Docker containers
• Container orchestrators
• SAS® Analytics for Containers

• Building
• Deploying

• Pre-requisites
• AWS
• Google Cloud Platform
• Azure

• AWS EMR Hadoop integration

Presenter
Presentation Notes
DockerContainer orchestratorsKubernetesAWS ECSMarathon MesosDocker SwarmAzure Container ServiceSAS Analytics for ContainersBuildingDeployingPre-requisitesCommand lines and screenshots for AWS, Google, & AzureAWS & EMR Hadoop integration

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1875-2018.pdf
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#SASGFSAS® Environment Manager –
A SAS® Viya® Administrator’s Swiss Army Knife

Michelle Ryals, Trevor Nightingale, SAS Institute Inc. – SAS2260-2018

• SAS Environment Manager for Viya 3.3
• Dashboard
• Resource Administration

• Users & Groups
• User-defined Formats
• Scheduling

• Monitoring
• Deployment Administration

• Configuration
• Licensed Products
• Backup / Restore

Presenter
Presentation Notes
DashboardAvailabilityCAS HealthLogged IssuesMobile DevicesReportsResource AdministrationUsers & GroupsAuthorizationUser-Defined FormatsSchedulingMonitoringOperations InfrastructureMachinesLogsDeployment AdministrationConfigLicensed ProductsBackup and Restore

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2260-2018.pdf
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#SASGF

Command-Line Administration in SAS® Viya®
Danny Hamrick, SAS Institute Inc. – SAS2233-2018

• CLIs leveraging REST
• Benefits

• Run-time free
• Profile mechanism
• Install where you need it

• Built-in help
• sas-admin examples

• Folders
• Rules
• Configuration
• CASLIBs

• Automation

Presenter
Presentation Notes
CLIs leveraging RESTBenefitsRun-time freeProfile mechanism (multiple environments)Install where you need itServer vs. Client (downloadable)Built-in helpsas-admin examplesFoldersRulesConfigurationCASLIBsAutomation

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2233-2018.pdf
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Enhance, Tune, and Extend
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#SASGFTracking Down the Culprit of a 
SAS® Workspace Server Initialization Delay
Jessica Franklin, SAS Institute Inc. – SAS2003-2018

• Slow Workspace Server startup
• Identifying delay
• Root cause

• Pre-assigned libraries
• System hardware
• Network

• Linux
• Windows

• *Lots* of diagnostic command examples

Presenter
Presentation Notes
Identifying delayObject spawner logsWorkspace server logsRoot causesPre-assigned librariesSystem hardware issuesLost network packetsBad NICsServer performance issuesNetworkLinux & Windows use-casesUnreliable DNSBad ordering of name serversResolution order of your internet protocol*Lots* of diagnostic command examples

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2003-2018.pdf
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#SASGF

SAS® 9.4 Middle-Tier Performance Optimization
Glenn Horton, SAS Institute Inc. – SAS1663-2018

• Tuning is site-specific
• SAS 9.4 Web Applications: Tuning for Performance and Scalability
• Web Application Server
• Operating System
• Monitor

• SAS Environment Manager
• jvisualvm & nmon
• garbage collection

Presenter
Presentation Notes
1st Rule: Tuning is site-specificGood doc (SAS 9.4 Web Applications: Tuning for Performance and Scalability)Web App ServerServer configWeb AppsJVMsmaxThreads, maxPoolSize, etc.-Xms (minimum heap size)-XX:PermSizeOperating SystemNetworkNproc & nfileMonitoringEV - SASjvisualvm - JVMsnmon - AIX/Linux performanceImportant metric – garbage collection

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1663-2018.pdf
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#SASGFFluid and Dynamic: Using measurement-based workload 
prediction to dynamically provision your Cloud

Nikola Marković, Boemska UK – 2057-2018

• Analytic Workloads
• Cloud Resources
• Workload Requirements
• Orchestrating the Perfect Schedule
• Interactive Workloads

Presenter
Presentation Notes
Dynamically provisioning cloud resources based on workloadsAnalytic WorkloadsTypical SAS programCPU, Memory, I/OSimultaneous workloadsCloud ResourcesInstance sizesInstance typesWorkload RequirementsDynamically scaling cloud resourcesMinimizing wasted resourcesOrchestrating the Perfect ScheduleBased on workload profilingUsing history to plan for the futureInteractive WorkloadsDifferences from batchProfiling user behavior over timeUsing Machine Learning to model workload

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2057-2018.pdf
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#SASGFImportant Performance Considerations
When Moving SAS® to a Public Cloud

Margaret Crevar, SAS Institute Inc. – SAS1866-2018

• Performance for SAS 9 and SAS Viya
• Assess SLA for SAS workload
• Determine cloud infrastructure

• Instance type
• Storage type
• SAS Grid shared file system
• SAS client location
• Data sources
• H/A and Security

Presenter
Presentation Notes
V9 and Viya performance considerations when moving to the cloudSLA assessment for SAS workloadChoose cloud infrastructureInstance typeAWSAzureGoogleStorage typeAWS EBS and EFSAzure P20 or P30 Premium StorageGoogle – storage w/ highest I/O throughputGrid shared file systemLustreIBM Spectrum ScaleClient locationData sourcesH/ASecurity

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1866-2018.pdf
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#SASGFFive Approaches for High-Performance Data Loading 
to the SAS® Cloud Analytic Services Server

Rob Collum, SAS Institute Inc. – SAS1854-2018

• Parallel vs. Serial

1. SASHDAT on Hadoop
2. SAS Data Connect Accelerators
3. SASHDAT on DNFS
4. SAS7BDAT in parallel
5. Multi-node data transfer

• Additional tips

Presenter
Presentation Notes
Parallel vs. serial data loading into ViyaSASHDAT on HadoopSimilar to LASRCo-location vs. Remote (not available with LASR)SAS Data Connect AcceleratorsTeradata & HadoopSASHDAT on DNFSUnique to Viya/CASMounted on workers to same path *somehow* (NFS, NAS, SAN, etc.)SAS7BDATShared file access to V9 dataMulti-node data transferWorkers communicate directly with DBMS (vs. just controller)Additional tipsCAS Disk CacheLASR compatibility“Serial” data transfer mode

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1854-2018.pdf
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#SASGFSAS® 9.4 on Microsoft Windows: 
Unleashing Kerberos on Apache Hadoop 

Stuart J Rogers, SAS Institute Inc. – SAS1878-2018

• Microsoft Windows focus
• SAS authentication
• IWA
• Configuration Changes
• Challenges
• Troubleshooting
• Testing

Presenter
Presentation Notes
Focused on Windows, Kerberos, and HadoopSAS AuthenticationDesktop clientsWeb clientsIWA – Integrated Windows AuthenticationDesktop clientsWeb clientsKerberos delegation across SAS tiers to HadoopConfiguration ChangesMetadata and Compute ServersMiddle TierPrivate JREWeb BrowserIEChromeFirefoxChallengesUser security restrictionsAccess to Kerberos Ticket-Granting TicketUser account controlResource-based constrained Kerberos delegationWindows Defender Credential GuardTroubleshootingLoggingMiddle TierWorkspace ServerTestingSAS Integration Technologies Configuration WizardSAS Studio

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1878-2018.pdf
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#SASGFUnderstanding Security for 
SAS® Visual Analytics 8.2 on SAS® Viya®

Antonio Gianni and Faisal Qamar, SAS Institute Inc. – SAS2130-2018

• Applicable for all SAS Viya offerings
• Identity Management
• Authentication
• Encryption
• Authorization

• CAS
• General

• Case Study

Presenter
Presentation Notes
Applicable for all Viya offerings – not just VAIdentity ManagementUsers & GroupsLDAP integrationCustom groups & CAS rolesPredefined custom groupsAssuming the Systems Administrators group or Superuser roleAuthenticationLDAPHost and PAM modulesKerberos (SSO)SAML (SSO)OAuth and OpenID Connect (SSO)EncryptionData in motion (TLS for Web apps) – on by defaultData at restAuthorizationThorough description of CAS and GeneralPrincipals, targets, inheritance, precedence, …Provides a case study

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2130-2018.pdf
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#SASGF

OpenID Connect Opens the Door to SAS® Viya® APIs
Mike Roda, SAS Institute Inc. – SAS1737-2018

• OAuth and OpenID Connect for Authentication
• Overview of SAS Viya’s Use
• Client Registration
• Tokens
• SAS Viya APIs

Presenter
Presentation Notes
OAuth and OpenID ConnectOAuth is base technology for OpenID ConnectDe facto standard for public APIsHTTP-basedOverview of SAS Viya’s Use of OAuth 2.0Roles (resource owner, resource server, client, authorization server)Flows (authorization code, logout, password)Client RegistrationMust register with SASLogonAPI (curl) exampleTokensCurl example for obtainingToken contentsRevokingSAS Viya APIsREST (GET/POST/PUT/DELETE)Getting API metadata from services (/apiMeta endpoint)Detailed info on developer.sas.comAuthentication (browser-based vs. non-browser)Calling APIsPROC HTTPCLIs

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/1737-2018.pdf
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#SASGF

Multi-Factor Authentication with SAS® and Symantec VIP
Jody Steadman and Mike Roda, SAS Institute Inc. – SAS2142-2018

• SAS 9.4 and SAS Viya MFA
• Symantec VIP
• SAS 9.4 Example

• Apache 2.4
• MFA for VA
• MFA for EG

• SAS Viya Example
• RADIUS Validation Server
• MFA for Web Apps

Presenter
Presentation Notes
SAS 9.4 and SAS Viya MFADiffering approaches for eachSymantec Validation Identification Protection ArchitecturePopular MFA solutionComponents: VIP Manager, Enterprise Gateway, Self-Service Portal, VIP service cloudHow authentication works (pictured)SAS 9.4 ExampleApache 2.4 required (SAS 9.4 includes 2.2)Configuring & testing MFA for VAConfiguring & testing MFA for EGSAS Viya ExampleCustom RADIUS Validation Server settings required for integration with ViyaConfiguring MFA for Web AppsEnabling PAM authenticationDisabling LDAP authentication

https://www.sas.com/content/dam/SAS/support/en/sas-global-forum-proceedings/2018/2142-2018.pdf
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