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360 Notification Details

Title of Notification: Update to the Firebase Cloud Messaging API (V1)
Overview/Explanation:

Starting on June 20, 2024, Google will discontinue support for sending mobile push notifications via
the legacy Cloud Messaging APIs. To avoid disruption to the notification service on your Android
applications, you need to implement the Firebase Cloud Messaging APl (V1) and update your mobile
application settings in SAS® Customer Intelligence 360.

Effective Release: June 7, 2024.
Impact and Action Required:

This option will be available in SAS Customer Intelligence 360 starting on June 7, 2024, for all
customers. To prepare for this event, complete the following steps:

1. Enable the Firebase Cloud Messaging API (V1) in the Firebase Console and generate a private
key, which is downloaded as a JSON file.

2. Once the option is available on June 7, you should then upload the JSON file within the
Firebase Cloud Messaging Credentials section for the mobile application in SAS Customer
Intelligence 360 under General Settings.

Additional Information:

If you do not make this change by June 20, 2024, you will not be able to send push notifications from
SAS Customer Intelligence 360 to your Android applications. The change takes effect immediately once
you upload the private key, and your Android application will avoid disruption.

SAS encourages you to prepare for this event by working with your development team or software
development vendor.
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FCM Private Key Download Instructions (Android App Developers)

1. Login to your Project’s FCM console and go to Project Settings.
2. Click on the Cloud Messaging tab.
3. Enable Firebase Cloud Messaging API (v1) if not already.

® Firebase CI360 v

M Project Overview o] PrOjeCt Settings

. General Cloud Messaging Integrations Service accounts
Generative Al

4 Build with Gemini (New)
What's new

Firebase Cloud Messaging API (V1) & Enabled
& App Hosting (New)

Recommended for most use cases. Learn more [

Note: This is enabled by default for all new FCM projects, however, if you have an older project
and Firebase Cloud Messaging APl (V1) is disabled, you can enable it by clicking on the three
dots icon and selecting Manage APl in Google Cloud Console then click the Enable button.

Navigate back to the Console screen.

4. Under Firebase Cloud Messaging API (V1), click on ‘Manage Service Accounts’.

Firebase Cloud Messaging API (V1) Q Enabled

Recommended for most use cases. Learn more [
Sender ID Service Account

ronToTmoncnaaT Manage Service Accounts [/

5. Under Service Accounts for your Project, locate the Firebase service account.
6. Then click on the three dots under the Action column.

Service accounts for project "CI360"

vice account represents a Google Cloud service identity, such as code tems running outside Google. Learn more about service accounts. [2

ecreationo  Manage details 1 more about

Manage permissions

View metrics
O email Status Name Description Key ID Key creation date OAuth % an:
View logs
(] @Enabled App Engine No 115761 9
- default keys Disable
service
account Delete
O  of firebase-uuiinoun cavim@nisod @Enabled firebase- Firebase Admin No 102629954196952792450 E
o adminsdk SDK Service keys

7. Click on Manage Keys in the popup menu.
8. Click on the “Add Key” button and select “Create new key”.

5 Customer Intelligence



Firebase Cloud Messaging APl (V1) Private Key | SAS CI360 Tenant Update Instructions

Keys
A Service account keys could pose a security risk if compromised. \

learn more about the best way to authenticate service accounts ©

o Starting June 16, 2024, Google will automatically disable service |
lam_serviceAccountKeyExposureResponse' organization policy. L

Add a new key pair or upload a public key certificate from an existing key pair

Block service account key creation using organization policies [£.
Learn more about setting organization policies for service accounts 2

ADD KEY ~

Create new key

Creation date Expiration date

Upload existing key

9. Onthe popup, select the key type as “JSON” and click “Create”.

Create private key for "firebase-adminsdk”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JSON
Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

10. A JSON file will be created and you will be prompted to save it locally. After you save the file,
you will see this popup instruction.

Private key saved to your computer

A wiouuuniao- 1 wsunwauaa.jSON allows access to your cloud resources, so store it securely. Learn more best practices [2

CLOSE

11. This is the file you will need to upload to the 360 Mobile Application.

12. Alternatively, you may also generate a JSON key in the Project Settings page, by selecting the
Service Accounts tab and under Firebase Admin SDK, then click on Generate New Private Key.
Both ways will enable push notifications.

Customer Intelligence
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360 Tenant Update Instructions (For 360 Administrator)

1. Login to the 360 Tenant

2. Navigate to General Settings->Content Delivery->Mobile Applications

BH Optimization Input Data .
Content Delivery

¥  Optimization Scenarios Activities

—  CONFIGURATION Email

[, Connections Dashboard Link Tracking Groups
S\ General Settings Mobile Applications
®d Data Processing Export Templates

3. Click to open the appropriate Mobile Application.

4. Under Firebase Cloud Messaging Server Key click on Token.

5. Click on the Add button and upload the json key file you downloaded from FCM.

Firebase Cloud Messaging Credentials

Add

File name: ~

Upload from mobile

Firebase Cloud Messaging Credentials

Date modified: Jun 6, 2024, 4:45:43 PM
Key: \nMI...om"}

Replace Remove

6. Click on Done to exit the Mobile Application screen.

JSON File (*.json)

Open

7. Test the change by doing a Diagnostic Push from 360 to a test device.

Cancel
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Frequently Asked Questions

Q. Is an outage required to carry out this change?

A. No. An outage is not required. You can do the change any time, however we would
recommend doing the change off business hours.

Q. Any effect on existing mobile messaging Tasks? Will the tasks that are currently executing
be impacted by this change?

A. No, there should not be any impact on tasks that are currently executing.

Q. Should we test on Test tenant first to ensure there are no issues with the change?

A. Yes, we recommend implementing the change on the Test Tenant and Test Mobile App first
before going live. Test with a few devices to make sure you receive push notifications and in-
app messages from the Tenant. Also, try a diagnostic push to a few devices right after the
change to validate the new credentials.

Q. Is there a rollback mechanism if we run into issues? Like will the older FCM Server key still
be useable?

A. Yes, if you run into any issues like push/in-apps not being sent, you can switch back to the
old FCM Server Key and immediately report the issue to Tech Support.

Q. Is an SDK update in the App required?

A. No, the SDK has no changes so an update in the App is not required.

Q. Would there be an impact on Hybrid Apps?

A. No, there should not be an impact on Apps that are built on hybrid (360 supported)
platforms.

Q. When will the new option to upload a JSON file be available in the 360 Tenant?

A. The option will be available on all 360 Tenants starting Friday, June 7, 2024.
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Q. What if this change is not implemented in the 360 Tenant?

A. Google will stop supporting FCM legacy HTTP on Thursday, June 20, 2024. The change
should be implemented before then. Failure to do the change will result in disruption of
messaging service from 360 to all Android devices.

Q. Whom do | reach out to in case of queries or issues?

A. Please contact SAS Technical Support for any of your queries or issues.



mailto:support@sas.com?subject=SAS%20Customer%20Intelligence%20360%20|%20Issue%20with%20Firebase%20Cloud%20Messaging%20API%20(V1)%20Private%20Key%20Tenant%20Update

