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SAS and Microsoft Office

Simpler times, pre-Cloud

Proc 1mport \) Proc export
dbms=excel dbms=excel

Osas
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SAS and Microsoft 365

More collaboration, more moving parts

OneDrive
@ SharePoint Online

Microsoft Teams

E—

HTTP GET

HTTP POST
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Proc export
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More than Excel: Microsoft Graph APlIs

Use the documentation and the Microsoft Graph Explorer tool

c 0O learn.microsoft.com
=. Microsoft | Learn Documentation Training Certifications Q&A Code Samples Assessments Shows Events ‘ &2 Search ‘ e
Microsoft Graph Guides APl Reference Resources ~»  Developer Program - | Download 5DKs |
Version cC O developer.microsoft.com
| Microsoft Graph REST APl v1.0 - | . . . B® Microsoft | Microsoft Graph explore .. GraphExplorer  Docs APl Leam .  Developer Program «  Support All Microsoft «
List child fad
"\E‘ Filter by title ‘ ISt chl ren ot a rve Graph Explorer g g 9 ,s,

Article - 08/04/2022 = 3 minutes to read « 13 contributors

Owerview of Microsoft Graph
v1.0 ~

GET W
¥ sample queries B3 Resources -

| https://graph.microsoft.com/v1.0/me/drive/root/children @' |

» Authentication and authorization .
Mamespace: microsoft.graph

s Use tha AP | O Search sample queries ‘ E= Request body [& Request headers @ Modify permissions Q Access token
> Migrate Return a collection of Driveltems in the children relatior
(D Seemore quenes in the Microsoft Graph APl @ Ok - 300 - 745 "
. . £ - = ms
> Use SDKs Driveltems with a non-null folder or package facet can Reference docs
i esponse preview & Response headers 5 Code snippets 22! Toolkit component (2] Adaptive cards g £d Expan
* Use the toolkit Y Getting Started (8) (—-) R B } d ﬁﬂ Cod EY Toolk Ad d =1 E d
»
o Permissions D I e » ;
« APl v1.0 reference R e "dodata.context™: "https://graph.microsoft.com/vl.8/$metadatafusers( ' 3c83f2ce-bd68-4368-a9f1-bfedfeac722c” ) /drive/root/
=R v profile (beta children”,
Overview One of the following permissions is required to call this v "value™: [
.. . = my photo v {
N )
Users choose permissions, see Permissions. “createdDateTine”: “2022-02-22720:24:132",
3 GFOL.I[JS @ my mail "eTag": "\"{AOAB493A-FF12-4835-9334-EB765BEBRE27}, 24",
. . .. "id": "@1XNKREVAKIGV2SEXIGVAIGHNHLOZNGWDRH",
; ; Permission tyP'E Permissions (from least to "lastModifiedDateTime": "2022-82-22T2@:23:58Z"
» Applications = list items in my drive "namel“' “AppData” ’ TeIEEs
» Calendars Delegated (work or school Files.Read, Files.ReadWrite, F ) _ "webUrl™: "https://sasoffice365-my.sharepoint.com/personal/chris_hemedinger sas_com/Documents/AppData”,
account) Sites.Read.All, Sites.ReadWrit = RN E T T "cTag": "\"c:{A9AB498A-FF12-4835-0334-EB76SBEBOE7},0\"",
* Change notifications "size”: B8,
. . . . my manager £ "createdBy":
> Compliance Delegated (personal Microsoft  Files.Read, Files.ReadWrite, F = GET I ? “ ..usep‘:: {{
account) A : "email”: "Chris.Hemzdinger{@sas.com”
. . Pagl vy To Do task lists gerg ,
> Cross-device experiences v =] "id": "3c83f2ce-bd68-4368-20F1-bfadfeac7azc",
! Download PDF Application Files.Read All, Files ReadWrite L . : "displaylame”: “Chris Hemedinger”
s
3 Batching (2) A% lastModifiedBy™: {
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PROC HTTP and the JSON Libname engine

Your keys to using the Microsott APIs from within SAS

filename resp temp;
proc http
url="https://graph.microsoft.com/v1.0/me"
oauth_bearer="&access token”
out=resp;
run;

libname me JSON fileref=resp;
proc print data=me.root;

run,
J
Obs ordinal root | odata context displayName givenName @ jobTitle mail mobilePhone officeLocation @ p
1 1 | hitps://graph.microsoft.com/v1.0/ | Chris Chris Director, - U5132
Pmetadatarusers/Jentity Hemedinger SAS User
Engagement

Osas



Connecting SAS to Microsoft 365

Register a new Obtain
client authorization
“application” code

Obtain access Use Microsortt

Each time, [token (and refresh = 365 APIs to

navigate, retrieve,
automated token) andgpu blish files
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SAS macros to help

Find them at https://github.com/sascommunities/sas-microsoft-graph-api

H sascommunities / sas-microsoft-graph-api ' Pubiic [} Notifications % Fork 1 W Star 1 @ He[p Wlth aUth COde

<> Code (%) Issues [ Pullrequests () Actions [ Projects () Security |~ Insights

» Obtain access token to connect
BB - | st OneDrive root, folders, files

@ cjdinger use local macro vars; add OneDrive example |- on Nov 23, 2022 ) MS Graph API - macro functions for
listing content, upload, download,

- List SharePoint site folders, files

1 READMEmd

. Download files

o - Upload files (including large files)

Using the Microsoft Graph API from Releases

The SAS code and macros in this project are designed to make common tasks Pack
: . ene . o .. ) : ackages
easier when using SAS to access Microsoft 365 content. This includes OneDrive

and SharePoint Online (including content in Microsoft Teams).

To use SAS or any scripting language with Microsoft 365, you must first register

a client app, authenticate with your identity to grant it permissions, and obtain Languages

§sas
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1. Register a client app

< C {} @& portalazure.com

Microsoft Azure L Search resources, services, and docs (G+/)

Azure services

+ | ®

Create a App
resource registrations

9

More services

Resources

Recent Favaorite

Name
[*#] mrg-sas-communities

See all

Navigate

subscriptions

Copyright © SAS Institute Inc. All rights reserved.

A
>

Azure Active
Directory

I*Il Resource groups

."‘—-
- & 4
Virtual App Services Quickstart
machines Center

Type

Resource group

All resources

Storage
accounts

s5QL

5QL databases

Last Viewed

5 months ago

Dashboard

Azure Cosmos
DB
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1. Register a client app (New reg)

: - e . hris.nemedinger@sas.c... A%
Search resources, services, and docs (G+/) ; k) o chnis.hemedinger@ W
Microsoft Azure = = R ot msommemascos. @

Home >

App registrations = - X

—+ New registration Iﬁ' Endpoints &3‘ Troubleshooting I:_:" Refresh £ Download Preview features ;'11_1*' Got feedback?

ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications Deleted applications

S Start typing a display name or application (client) ID to filter these r... +T Add filters

2 applications found

Display name T Application (client) ID Created on T  Certificates & secrets
SAS connect to Microsoft 365 alicdefT-ad2e-47d9-8d42-46b0217846cF 7/8/2020 -
SAS via PROC HTTP 273f8db3-a2ea-4dab-8370-784737105475 11/7/2018 -

Osas

Copyright © SAS Institute Inc. All rights reserved.



1. Register a client app (Name and account type)

Home > App registrations »

Register an application - X

“ Name

The user-facing display name for this application (this can be changed later).

585 connect to Microsoft 365 vy

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (SAS only - Single tenant)

O Accounts in any crganizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies

Copyright © SAS Institute Inc. All rights reserved.
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1. Register a client app (Propertles)

Microsoft Azure O Search resources, services, and docs (G+/) [>-]

Home > App registrations >

¢ SAS connect to Microsoft 365 » - y

N
|,::3' Search ‘ & [i] Delete & Endpoints Preview features
& Overview

0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

&4 Quickstart
#" Integration assistant . Essentials
Manage Display name | Client n:red_e.ntlaIS
SAS connect to Microsoft 365 Add a certificate or secret
f Eranding & prcrpert'les Aimamlimmdimim Cmlimemdd 1T Redirect URls

0 web, 0 spa,_1 public client

3) Authentication

Obiect ID Application 1D URI
Certificates & secrets Add an Application 1D UR
lI! Token configuration Directory (tenant) 1D Managed application in local directory

SAS connect to Microsoft 365

= API permissions

Supported account types
@ Expose an API My organization only

sh. App roles
Get Started Documentation
Frt) COwners -

ar» PRoles and administrators

Build your application with the Microsoft identity platform

I} Manifest

Support + Troubleshooting The Microsoft identity platform is an authentication service, open-source libraries, and application

management tools. You can create modern, standards-based authentication solutions, access and protect (‘ Sas
B Trrihlachantins APls, and add sign-in for your users and customers. Learn morer{ ’ )

Copyright © SAS Institute Inc. All rights reserved.



1. Register a client app (redirect URI)

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

-+ Add 3 platform

~ Mobile and desktop applications Quickstart  Docs?  [il]

Redirect URIs

The URls we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. The redirect URI you

send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URls and their
restrictions 3’

H https://login.microsoftonline.com/common/oauth2/nativeclient m
|:| https://login.live.com/oauth20_desktop.srf (LiveSDE) |:D

|:| msala73cdef7-ad2e-47d9-8d42-46b021784d6ct:/fauth (MSAL only) IEI

Add URI

Copyright © SAS Institute Inc. All rights reserved. :



1. Register a client app (Permissions)

Configured permissions

Applications are authorized to call AFls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions
should include all the permissions the application needs. Learn more about permissions and consent

—+ Add a permission ~ Grant admin consent for SAS

APl / Permissions name Type Description Admin consent req... Status

~ Microsoft Graph (3) sas
Filzs.ReadWrite.All Celegated  Hawve full access to all files user can access MNo AL
Sites.ReadWrite.All Celegated  Edit or delete items in all site collections Mo s
User.Read Delegated 5ign in and read user profile MNo wee

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprize applications.

NOTE: Your organization might require Admin

consent to register an app and its permissions!

0sas
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Store your App ID, Tenant ID in a config file

=z SAS connect to Microsoft 365 =

]
|,£3' Search | « ] Delete @ Endpoints Preview features
& Overview

0 Got a second? We would love your feedback on Microsoft identity platform {previously Azure AD for developer). —

&i Quickstart
3" Integration assistant ~ Essentials
Manage Display name Client credentials
LAS connect to Microsoft 365 Add a certificate or secret
& Branding & properties Application (client) ID Redirect URIs

0 web, 0 spa. 1 public client
—E} Authentication Y Wep, U spa. | pUDIC client

Obiect ID Application 1D URI
Certificates & secrets Add an Application |D URI
Il Token configuration Directory (tenant) ID Managed application in local directory

545 connect to Microsoft 365

&

APl permissions
Supported account types

&b Expose an API My organization only

"tenant _1id": "7ee95434-72a2-4469-891e-aa584912124e",

"client _id": "c777c2bc-5d9b-4955-806d-a9d26755c65e",

"redirect uri”: "https://login.microsoftonline.com/common/oauth2/nativeclient”,
"resource” : "https://graph.microsoft.com”

Copyright © SAS Institute Inc. All rights reserved.




2. Obtain an auth code (auth URL)

%let codepath = C:\Projects\GitHub\sas-microsoft-graph-api;
sinclude "&codepath./ms-graph-macros.sas’;

%nlet cfg = u:\Projects\ms365;
%initConfig(configPath=&cfg);

%generateAuthUrl();

642 %generateAuthUrl();

Paste this URL into your web browser:
-- START -------

https://login.microsoft.com/blcl4d5¢c-3625-45b3-a430-9552373a0c2f/oauth2/authorize?clien
om

Jwﬁuwm—vﬂ‘”ﬁww'

Osas



fj,hl'

Aty oy

https://login.microsoftonline.com/common/oauthd /nativeclient?code=

2. Obtain an auth code (grant permission, copy code)

ar Microsoft

chris.hemedinger@sas.com

Permissions requested
SAS via PROC HTTP

This app would like to:
“ Sign you in and read your profile

. Have full access to all files you have access o

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

lineccrn X -+

Copyright © SAS Institute Inc. All rights reserved.

Need admin approval

needs permission to access resources
In your organization that only an admin can grant.
Please ask an admin to grant permission to this app
before you can use it

Have an admin account? Sign in with that account

Return to the application without granting consent

Asession_state=5

AQABAAIAAACSuUnalE %F _Bm745kACRrsvBGENTS 75vFG-10T3pAGocAUYQgAA
4
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2. Obtain an auth code (generate token.json)

/* Note: this code can be quite long -- 700+ characters. */
%let auth _code=PASTE-YOUR-AUTH-CODE-HERE;

/*
Now that we have an authorization code we can get the access token
This step will write the token.json file that we can use in our
production programs.

*/

%get_access_token(&auth_code.);

Osas




Managing your credentials

407 .creds
D) config.json
) token.json




Use helper macros for common tasks

All within ms-graph-macros.sas

ol .

List OneDrive contents f).!S-:\_/WDI’IVGS
wlistFolderltems
o e 1 .

List SharePoint folders O/o_!s_:8|te_|brar|es
wlistFolderltems

Upload a file from SAS to SharePoint

%ouploadFile

Download a file from SharePoint to SAS

%downloadFile

BSas



DEMO
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. Search

sc  General Posts Files Wiki -+

3. App and COVID-19 dashboard
3. App and COVID-19 dashboard P Tp—

7. Contact Tracing for Public ... Number of users
Public Tnals Site Data Sources ... Process time
b hidden channels
«' Reply
SAS Communities Recom...

-".JI ust 26, 2

General
h HealthCheck 8/28 1:20 PM

GitHub Maintainers - -
Recommendation Engine Heartbeat

PRODUCTION endpoint check

As of 28AUG2020:13:30:05

Score data updated (UTC) 28Aug2020:14:28:37

Topi ed 54052

MNewsjackers opics Scor
Number of users 118810

Process time 0.3099 seconds

«' Reply

Yester

apigee-notificationsi@google.com \’csterdaﬁ, 6:12 AM

To T9b04846.5A50fice365.0nmicrosoft.comi@amer.tean

[Apigee APl Monitoring Alert] SAS

SAS Global Forum Content

Open Source @ SAS

General

Pl Crsirmn Fandeibedinn- Start a new conversation. Type @

&"  Join or create a team Ay & © [ [F

L

4] P

Using SAS to Send Messages
to a Microsoft Teams Channel



Two methods: Email and Incoming Webhook

HealthCheck 1:20 PM
replies-disabled@sas.com 8/26 9:11 PM

To SASOffice365.onmicrosoft.com@

Admin Notification: (JABUSE]

Message from SAS Support Communiti
| felt like my post is incorrectly spamme{
my post public so | can get a response

Recommendation Engine Heartbeat

PRODUCTION endpoint check
As of 02SEP2019:13:30:06

Score data updated (UTC) 30Aug2019:13:54:07
Topics scored 78223
Number of users 148151

Process time 0.2986 seconds

Link to post: (Database migration and r

<’ Reply

Yr o LT Y e
View onginal emat

Osas
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E-mail to a channel from SAS
Using FILENAME EMAIL

SAS Communities Recommend...

General

GitHub Maintainers L1 Channel notifications
General 33 Manage channel

sassoftware org i ,
B9 Get email address

Stats

npt{nns'Eméilhnst='mailhnst.cnmpany.cum' emailsys=smtp;
filename msg email
to='abedl23f.TenantOffice365.onmicrosoft.com@amer.teams.ms'
FROM = "Communities Bot <communities@sas.com>"

subject="&group. members: &toaddcount. INVITED on &SYSDATE."
content_type="text/html’

Global Retention Marketing Co.

—

ods html(id=email)
file=msg (title="&group. report")
style=dove;

title "The following new users were INVITED to the &group. Group (&SYSDATE.)":
proc print data=candidates;
run;

ods html (id=email) clnseﬂ

Copyright © SAS Institute Inc. All rights reserved:. \)




Incoming Webhook for rich messages
Using PROC HT TP

SAS Communities Recommendation E... - - ATt e =
Connectors for “"General” channel in “SAS Global Forum Content” team

General

s Keep your group current with content and updates from other services.
GitHub Maintainers L Channel notifications

General 593 Manage channel webhook Search Results

sassoftware org Get email address

Stat = 0 .
s 7’ Get link to channel MANAGE :5% Incomlng Webhook

Send data from a service to your Office 365 group in real time.
Global Retention Marketing Council ., Connectors Configured

My Accounts

Copy the URL below to save it to the dipboard, then select Save. You'll need this URL when you go to the service
that you want to send data to your group.

https://outlook.office.com/webhook/d2bi |ﬁ

Osas
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Sending a simple message

filename resp temp;

options noquotelenmax;

proc http
/* Substitute your webhook URL here */
url="https://outlook.office.com/webhook/your-unique-webhook-address-it-is-very-long"
method="POST"

in=
'1
"$schema": "http://adaptivecards.io/schemas/adaptive—-card. json",
"type": "AdaptiveCard",
"version": "1.0",
"summary": "Test message from SAS",
"text": "This message was sent by **SAS*x!|"
}I

out=resp; SAS Updates 11:28 AM
run;

This message was sent by SAS!

«' Reply

Osas
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Sending a more complex message

Design a Message Card

"@type": "MessageCard”, ' HealthCheck 1:30 PM
"@context™: “"https://schema.org/extensions”, ,
"summary": "Recommendation Engine Health Check”,
"themeColor”: "@@75FF", Recommendation Engine Heartbeat
"sections™: [
{ .
"startGroup”: true, PRODUCTION endpomt check
s w,o g ; : EE
"tltl.e. : REfomTfndatlon Engine Heartbeat®*"”, As of 02SEP2019:13:30:06
activityImage™: p
"activityTitle": "**PRODUCTION** endpoint check”,
"activitysubtitle”: ["As of ©5SEP2019:13:1@:30", | Score data updated (UTC) 30ALIg2019313254:O7
"facts': [
ﬂ \ Topics scored 78223
"name": "Score data updated (UTC)",
"value": "055ep2019:13:30:06" Number of users 148151
b
{ Process time 0.2986 seconds
"name": "Topics scored”,
"value": "78378"
b
{ <’ Reply
"name”: "Number of users”,
"value": "148686"
b
{
"name”: "Process time",
"value": "2.8373 seconds”
U s
]
}
]
b

Copyright © SAS Institute Inc. All rights reserved.
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Learning more about SAS and Microsoft 365

blogs.sas.com/sasdummy/tag/microsoft-office-365

Using SAS with Microsoft OneDrive
and SharePOint On“ne How to use SAS to access Microsoft 365 8

Posted 07-08-2020 04:39 PM (2557 views)

By | Chris Hemedinger | on | The SAS Dummy November 29, 2018 Topics | | Programming Tips

Many of us are now using cloud-based productivity tools like Microsoft Office 365, hosted in Microsoft Azure. And
some of us are using SAS software in the cloud, too. For those of us who use SAS to read and create Microsoft
Excel documents, cloud-based files can add an extra wrinkle when we automate the process. It also adds some
exciting possibilities!

If your work environment is like ours here at SAS, you're seeing more of your data and applications move to the cloud. It's not

yet a complete replacement for having local files on your deskiop machine, but with cloud storage and apps -- like Microsoft The Microsoft 365 suite offers APls to discover, felch, and update our documents using code. In this video, | show

. . . . you how to use SAS programs to reach into your Microsoft OneDrive, Microsoft Teams and SharePoint cloud to read
OneDrive -- | can now access my work documents from any browser and any device, including my smartphone. | can update and update your files. The approach relies on the REST APls in Microsoft Office 365 and on the HTTP procedure in

now my spreadsheets while waiting in the dentist office. Oh joy. SAS.

Using SAS with Microsoft 365

For those of us who use SAS to read and create Microsoft Excel documents, cloud-based files can add an extra wrinkle when
we automate the process. It also adds some exciting possibilities! The Microsoft Office 365 suite offers APls to discover, fetch,

and update our documents using code. In this article, I'll show you how to use SAS programs to reach into your Microsoft ) o - S .
[} Explarer .
OneDrive (or SharePoint Online) cloud to read and update your files. Note: All of this assumes that you already have a e o @ ; B @ | B CopytoblySrippets :
A “ P ] . . B g meteams 1 - g s L PP T | ey ali - £ {n™: "y - - § T
Microsoft Office 365 account -- perhaps provisioned by your IT support team -- and that you're using it to manage your - s el L L N e S
o README.md
documents. B webhack iblie
* £ NSDLU
cl ™ onedrive
L. —ry- e e - — o gt D) el jun
B [# onedrive_config sas
B anedive_sxampla
p [® oned VACTOS 54
B anedrive_sh
[ README.md
O woken jsor
* 5 res-feeds
) LICENSE
[ README md
@ mg_example_thanos.sas
* M sas-netflicgit

Osas
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https://blogs.sas.com/sasdummy/tag/microsoft-office-365

Q&A

Chris.Hemedinger(@sas.com

SAS
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