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Praktisk implementering av integrasjon mellom
SAS 9.4 Grid og SAS Viya

Agenda

* Informasjon om TietoEVRY Analytics and EPM
+ Kort om TietoEVRY SAS AO Telenor leveranse
« Formal med integrasjon

* Implementering

 Utfordringer/ “lessons learned”

» Spgrsmal

Confidential
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Informasjon om TietoEVRY Analytics and EPM

SAS Institute er en av vare viktigste partnere innen Analytics

Var SAS nordisk team bestar av 15 konsulenter (Oslo &
Stockholm)

Vi tilbyr ogsa en "blandet" leveranse i samarbeid med vart SAS
offshore team i India og vart SAS nearshore team i Tsjekkia

Var SAS ekspertise dekker utvikling, administrasjon og drift av
store og komplekse SAS-baserte lgsninger

Vi er en gull-partner til SAS og leverer SAS tjenester til flere
store bedrifter i Norge og Sverige

Vi har erfaring med SAS 9.4, Grid, LSF&PM, SAS ESP, SAS
RTDM, SAS CI, SAS VA, Hadoop, SAS Viya etc



A . < .

SAS Application operation delivery telenor

+ TietoEVRY SAS applikasjonsdrift leveranse ble pabegynt i L—
oktober 2015. H R;egular maintennance 7 Proactive monitoring of
_ " Ve
+ Telenor har etablert 4 SAS-systemer som tilbyr og statter o services insystem
virksomhetskritiske aktiviteter: sms-kampanjer for sluttkunder
0g organisasjoner, bygging av datamart, finansiell og DA | incident and orobl cecurity and
forretningsrapportering, generering av salgstips, analyse og \ h”C' dT-,” and problem ecurity an ac?ess
maskinleering. Systemene har h_ﬂ?’/] forretningsverdi for Telenor andiing ST e
og krever hgy grad av tilgjengelighet. — :
: : . X
* TietoEVRY har implementert tienester (AO&AM) som er Upgrade of system 6')1; Release management
spesielt orientert mot overvaking, vedlikehold og rask
hanﬁllzen'ng av) kritiske hendelser (tilpasset for SAS :
applikasjoner).
PP J P . . Monitoring of resources
.. . - . roactive developing d it
+ Teamet deltar aktivt i oppgraderings- og utviklingsprosjekter and capacity
(AD), ofte i samarbeid med programvareleverandgr SAS
Institute og SAS Tech support.
. . Projects & Advisery
+ Teamet statter flere grupper av sluttbrukere med ulik erfaring

og kunnskapsniva: Kampanjeutviklere, Data managers / ESP- '
utviklere, Finansadministrasjonsgruppe, Dataforskere og
analytikere, Vanlige utviklere, Rapport forbrukere
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SAS Systems at Telenor

*Components: SAS 9.4, SAS eComponents: SAS 9.4 M6, eComponents: SAS ESP e Components: SAS Viya 3.5,
Grid, SAS Cl, SAS RTDM, SAS SAS LSF&PM Studio, SAS ESP Hadoop 3.1.5
Enterprise Miner, SAS eData management and Streamviewer, SAS ESP *Machine learning and data
Model Manager, LSF & PM preparation Manager mining
*Data management and eSelf-service reporting for all *Analyzing and catching eModel management and
preparation Telenor customers events deployment
e Used for inbound and eRunning triggers which eData management and
outbound campaigns. SMS constantly queries the data preparation
campaigns to the stream, and reacting on eAdvanced analytics &
*Generation of sales tips catched event (sending sms reporting
*Internal reporting el Pl el e 2 eData exploration
model.
BT o8
X L0 R 00
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Formal med integrasjon SAS 9.4 Grid & SAS Viya

« Telenor etablerte SAS Viya/Mjgsa
systemet som benyttes for advanced
analytics, reporting, Al og ML.

* SAS Viya erstattet eksiterende SAS
VA Inmemory lgsning som ble brukt
for intern rapportering

« Hovedformalet med integrasjonen
mellom SAS 94 rid  og
Mjgsa/Viya er:

v’ Data utveksling (evt. migrering av
data) mellom to system;

| langsiktig perspektiv er det en plan a
flytte alt fra SAS IMM&BI(jobber,
kampanjer og rapportering) til
Viya/Mjgsa.

v' Kompensasjon av manglende data
integrasjon ( slik som SAS DI studio)
funksjonalitet pa Viya.

| SAS Metadata repository |
| SAS Web Infrastructure |

| Platform ' |
| SAS Content Server | |
IBM Platform LSF/PM | |
| SAS Workspace Server | Metadata
| SAS Pooled Workspace Server server
| SAS Stored Process Server
SAS OLAP server '
Scheduled batch jobs i
: Comptier
| SAS Management Console |
|SAS Data Integratian Studio! Grid server 01 Grid server 02 Grid server N
I Information Map Studio |
| SAS Enterprise Guide |

| SAS Enterprise Miner | I
i

) ’
Thick clients - U ebsener |
| | 5AS Web appication
i 1 AN e
| !intrastructure Application’
| )
Central database I [} andsendces |
( LI :
Midtier server
iy

| SAS Web Report Studio |

SAS Bl Dashboard

| SAS Decision Manager |

Thin clients. | SAS Customer Intelligence |
| SAS Enterprise Miner |
| |

Desktop clients

SAS 9.4 grid

a—Kerberos

and HOFS

| Loading of data to CAS

> - | -

CAS Controller CASnode  CAS node
CAS Server Hadoop node Hadoop node N
Monitor

SAS Viya/Mjosa

System krav for 3 stgtte integrasjon: >=SAS 9.4M5 and >= SAS Viya 3.3




Implementerings steg

\)
‘ Brannmurapninger mellom SAS 9.4 M5 Grid og SAS Viya 3.5;
‘ Aktivering av SSO, IWA og Kerberos pa SAS 9.4 M5 On-premises;
\
Sertifikater til SAS Viya og Hadoop/Hive fra SAS Viya 3.5/Hadoop til SAS 9.4;

Kopiering av libs fra hadoop til SAS 9.4 og definisjon av hadoop og CAS servere i SAS MC (SAS 9.4 M5);

Opprettelse og konfigurasjon av skeduleringsbrukere for SAS IMM&BI and SAS Viya/Hadoop servere;

|

I
/
‘ HDFS and CAS libraries on SAS Viya and hadoop;

‘ HDFS and CAS libraries in SAS 9.4 M5
/4
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Kerberos authentlcatlon SAS 9. 4 VS V|ya

-

S slLoase SAS Studio
Manager
HTTP
(A Pnnclpal Olher SAS web
Keylab file
\_ SAS 9.4 Middle tier
Service
SAS 9.4 M5 Aco0U 525

@
> (Y]
Delegated

Kerberos
authentication as

~ff——=Metadata user identification end-user

Client-side
SSO
Browser -
& T
End-user as end-user
IWA
Client application
Metadata user identification
SAS
SAS metadata ® principal
server
Keytab file

>

SAS 9.4 Metadata

SAS 9.4 M5

Service
-account sas

HTTP
!'ﬁrincipal
< Microservices )

Web Applications
L}Cju
Group
membership

System services

Service
account sas

Service

T
Kerberos
authentication as
end-user

M
~Begaed >

Kerberos
authentication as
end-user

Delegated
Kerberos
ticket to

obtain oAuth

End-user User
and Group

SAS 3.5 Viya

'

SAS

SAS object @ Principal

Spawner

Keytab file

Service
hccount sas

SAS Workspace

Delegated Kerberos server
as
end-user
SAS 9.4 Comp tier
\_ P
End-user
SAS 9.4 M5 account

SAS CAS\

CAS Server @ Principal

controller

Service
laccount cas

Keytab file

CAS session
controller

End-user
account

\ SAS Cloud Analytic Services )

SAS 3.5 Viya

Delegated
Kerberos
authentication
as end-user

HDFSHIVE

Delegated »
Kerberos
authentication
as end-user

Hadoop
cluster




Aktivering av IWA, SSO and Kerberos

Forutsetninger:

* service accounts (Active directory) & service principals (registeres av domain

administrator pa Microsoft Domain controller ) for alle SAS tjenester:

v Eks. pa SPN: <service class>/<host>
HTTP/<hostname> & sasbizprd-mdw-p

SAS/<hostname> & sas-biz-prd-grid01

setspn -U -S SAS/<hostname> sas-biz-prd-grid01

setspn -U -S HTTP/<hostname> sasbizprd-mdw-p

* “Trusted for delegation” for alle service kontoer i MSAD;

» keytab filer for service principals

sasbizprd-mdw-p Properties

Organization Member OF Password Replication Environment
Sessions  Remote control ~ Remote Desktop Services Profle  COM+
General  Address  Account  Profle  Telephones  Delegation

User logon name:;

TP gy | @cortslerorno

User logon name {pre-Windows 2000):

X

[TELENORY | [sasbizprd mdwo

Logon Hours... LogOn To...

Unlock account

Account options:

User must change password at next logon A

User cannot change password

Password never expires

Store password using reversible enc|
Account expires

Never

End of tisdag 6 apil
==

ktpass -princ HTTP/<hostname>@domain -pass * -mapuser telenor\sasbizprd-mdw-p —out
C:\HTTP-<hostname>.host.keytab -ptype KRB5_NT_PRINCIPAL -crypto All

Fra MS domain controller-> kopieres til SAS 9.4 servere

+ Java Crytptography Extension (JCE) skal ogsa installers pa grid server to & stgtte

sterkere encryption.

<SASHome>/SASPrivateJavaRuntimeEnvironment/9.4/jre/lib/security/policy/unlimited

sasbizprd-mdw-p Properties X

Qrganization Member OF Password Replication Environment
Sessions  Remote control ~ Remote Desktop Services Profile ~ COM+
General  Address  Account  Profle  Telephones — Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

Do not trust this user for delegation

Trust this user for delegation t & (Keberos -
u ion to specified services only
Use ros only
Ise any authel ion protocol
Services to which this account can present delegated credentials:
Senvice Type  User or Computer Fort Service N|
Expanded Add Remove

| [




Aktivering av IWA,SSO and Kerberos (metadata server)

« Konfigurasjon av SAS Foundation for & lage kerberos ticket hver gang sasauth-prosessen
kalles.

v <SASHome>/SASFoundation/9.4/utilities/bin/sasauth.conf ->
PAM_SETCREDENTIALS=TRUE

v Config/Levl/level_env_usermods.sh ->
export KRB5_KTNAME=<Path>/Resources/SSO/SAS-<hostname>.keytab
export TKSECURE_GSSAPI_LIBRARY=/lib64/libgssapi_krb5.s0.2

SASAppDI - Logical Workspace Server Properties X

General OF Load Balancing Motes Extended Attributes  Authorization

Workspace Server Properties

Security options
Server Access Security
Use Server Access Security
Authentication service
(®) Host
Security package: ‘Negohate - ‘

Service principal name (SPM): ‘ ‘

Security package list: ‘Kerbems, NTLM ‘

(0) SAS token authentication
(O) Prompt




Aktivering av IWA, SSO and Kerberos (Grid/Comp tier)

* Grid-launched workspace servers:

v" Aktivering av ticket-granting ticket (TGT) forwarding: Isf.conf file — LSB_KRB_TGT_FWD=Y;
LSB_KRB_PATH=/lib64; LSB_KRB_LIB_PATH=/lib64

v Kerberos libs skal veere tilgjengelig i /lib64 (libkrb5.s0, libcom_err.so, libk5crypto.so,
libkrb5support.so)

v <SASHome>/Levl/level _env_usermods.sh and <SASHome>/Levl/
ObjectSpawner/ObjectSpawner_usermods.sh

export KRB5_KTNAME=<Path>/Resources/SSO/SAS-${HOSTNAME}.keytab
export SAS_GRID_USE_KERBEROS=1

export TKSECURE_GSSAPI_LIBRARY=/lib64/libgssapi_krb5.s0.2

e SAS Object Spawner launched workspace servers:

v" WorkspaceServer_usermods.sh

v" finn Kerberos credentials (opprettet av PAM hvis SASAUTH er konfigurert for PAM) eller kall kinit for & opprette en
Kerberos credential cache, og sett deretter KRBSCCNAME til & spesifisere stien til credential cache



Aktivering av IWA, SSO and Kerberos (Grid/Comp tier)

« Sgk etter nyeste krb5 cache i /tmp katalog

Debug of script

options set=CASCLIENTDEBUG=1;
options SASTRACE =",,d,d" sastraceloc=saslog
msglevel=I;




Aktivering av IWA, SSO and Kerberos (Midtier)
+ Legg til SPNEGO Valve Element til context.xml & SASLogon.xml fil (SASWebAppServer SASServerl_1)
<Valve className="com.sas.vfabrictcsvr.authenticator.SasFallbackAuthenticatorValve"
authMethod="SPNEGO" />

* Legg til GSS Kerberos Realm-element in <SAS
Config>/Levl/Web/WebAppServer/SASServerl 1/conf/server.xml.

<Realm className="com.sas.vfabrictcsvr.realm.GSSContextEstablishedRealm" allRolesMode="authOnly" />

« Oppdater jaas.config for & aktivere propagation, Kerberos-pakker og stier til keytab-filer for alle SASWeb app
servers :

TELENCR.NO™

TELENCR.NO™

« Oppdater setenv.sh fil for & inkludere ekstra Kerberos Java opsjon <SAS Config>/Lev1/
Web/WebAppServer/SASServerl 1/bin/setenv.sh:

-Djava.security.krb5.conf=/etc/krb5.conf"
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Hadoop Access & Definisjon av Hadoop server i SAS MC

+ Hadoop 3.1.5 filer skal kopieres (trace lib og config) fra SAS Viya/Mjgsa system til SAS grid
servere (comp tier). Env. variabler defineres i SASApp servers context.

[SAS Config]/Levl/SASAppDI/sasv9_usermods.cfg
-SET SAS_HADOOP_CONFIG_PATH " [SAS Config]/Levl/HadoopServer/conf"
-SET SAS_HADOOP_JAR_PATH “[SAS Config])/Lev1/HadoopServer/lib*

* SAS Hadoop server opprettes i SAS MC.

SAS Dota Loader - Hadoop Server Properties X Connection: Data Loader Hadoop Server Properties X

General [OpHans| Notes Extended Attributes  Authorization General Optons Notes Extended Attributes Authorization Connection: Data Loader Hadoop Server Properties X

Major version number: |3

Hive Server Information

Walue [o
:218 1f;serviceDiscoveryMode =zookeeper; zo.. |

[+

HiveService Node: | |

Portnumber: [2181 ]

J
J
Software version: | ]
J

Vendor: [apache

Encryption Options

High-Performance Informati

Environmentinstal location: | ]

On-disk AES encryption settings that associted libraries can be configured to inherit. L
Use LASR authorization service:
Enable Encryption: OYes @no
NewEncryptkey: | ] Information
Confim Encryptiey: | ] Authentication type: | (one) ~]
Changes that you make here do not affect existing tables. Before you change these encryption settings, temporarily move Authentication domain: | Defaultauts v [New.. . . d b I —
N\ SR e | | o] connection.jdbc.url =

jdbc:hive2://xxxx:2181/;serviceDiscoveryMode=zooKe
eper;zooKeeperNamespace=hiveserver2;ssl=true;http.
header.Connection=close

= nep

AM
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Definisjon av CAS server i SAS MC

CAS Server Properties

General | Options: potes Extended Attributes  Authorization

Major version number: |3

Minor version number: |0

Software version: [

Vendor: [5AS Institute

Assodated Machine:

Connection: CAS Server Properties

General ; Options! mMotes Extended Attributes  Authorization

SAS Cloud Analytic Services Information

Port:  |5570

Information

Authentication type: ‘(None)

Authentication domain: | Defaultauth
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P CAS.DIBIZ_ANALYTICS Properties

General Assign | OPons: Dats Server MNotes Extended Attributes Advanced Authorization

» Run W Stop

Libref: |casanal

Engne:  [cas

CASLIB:  |hdfs_biz_analytics

SESSREF: |

Avelsble  Dats Sources  Import BEF TEST_NEW_DATA

O test o T oo B Gerass M SampleDsa I Profle

B
TEST_NEW_DATA
B 3006721 07.29 Pt = oso7119 o s —

' & column

LIBHANE cassnal CAS CASLIB-hdfs biz_snalytics SERVER- "/ " FORT-5570 ;

data casanal.test_new_data;
column="mew";

run;

cas casauto sessopts=(caslib="HDFS BIZ ANALYTICS");

PROC CASUTIL OUTCASLIB="HDFS BIZ ANALYTICS":
PROMOTE CASDATA="test new data™:

SAVE CASDATA="test new date" INCASLIB="HDFS BIZ ANALYTICS" OUTCASLIB="HDFS BIZ ANALYTICS" CASOUT="test new data' REPLACE;

Actions ¥ ' B

-]
Rawlength  Formatted...  Format Tags !
Columns Rows
.
3 3 < 1 1

Size

(not available)

cas-shared-
default/HDFS_BIZ_ANALYTICS

No items have been sdded.

SAS 9.4 M5 - > Assign library ->
create data -> load and promote
to CAS with:

PROC CASUTIL
PROC CAS
DI Studo: CAS Table Loader
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Skeduleringsbrukere & Sertifikatter

+ Skeduleringsbrukere er service kontoer som opprettes i Active directory,

og meldes 1 respektive AD grupper for SAS 9.4 og SAS Viya/Mjgsa.

Folgende POSIX unix attributes skal definers for brukere i Active
directory:

v uidNumber

v guidNumber

v" loginShell

v unixHomeDirectory

SAS Viya and Hadoop PKI sertifikatter skal bli should be deployed to the
<SASHome>/SASSecurityCertificateFramework/1.1/cacerts/trustedcerts.jks and
<SASHome>/SASSecurityCertificateFramework/1.1/cacerts/trustedcerts.jks.

SAS Viya certificates: SAS Viya Intermediate CA and SAS Viya Root CA, same types of
certificates for SAS

Publched Conficates | Menber Of | Pasword Reghcaton | Dwben | Otwct
Secuty | Erorment Serimre
Remote cornal | Reracea Dehicp Services Profile

Genersl | Addess | Accourt | Protle | Telephores | Orpanaation

Pascral Vetual Deticp | COMe | UNECANBUMS)  Anbue Edir

Ambser
| Antue Ly 12}
| oot set>
labeled P0 ok vet
lngraage crot wet> ~
languaspeCode ot yat
st rowrP ward ok et
lastl ogast (revw)
Iasf.ogon D <3 00 Vot £ apa fomemets

i ogonT mectang
IngacyochangnDN ot set>

080007 Viest £ uopa frommens

P izion red wets

ekl red sets

lockoutTene 9

ogriemt __ Awbah ]

logorCount Lhr ] »

« | ,'JJ

_ta | gl |
[Tox | coxe | | e
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Eksempel pa bruk av integrasjon

- Opprette en SAS DI job med user written code og bruk av proc cas & proc casutil eller CAS
Table Loader in SAS DI for a laste data til CAS pa SAS Viya.

Weekly statistics

it_p:VIYA_FINANCE_INITIAL_LOAD [1] |

Frompege ©  Weskly seeancs seenien Viatarfe Mackanny wesk  Winert Macke by day. Lo chan +

VIYA_FINANCE_INITIAL_LOAD ?HES S{:th[lon reports, Finance '

Py
Instructions on how to use this report:
ast rca: lnk i Insiructions
ast rce:
ast rce:
Last 05




Utfordringer & “lessons learned”

» Oppgradering av sertifikater;

v’ Sertifikater for SAS Viya og Hadoop/Hive skal importeres til SAS Security Framework
trusted keystore

/shared/Gridnode/SASHome_Prod_Biz/SASSecurityCertificateFramework/1.1/cacerts/trustedce
rts.jks

Synkronisering av Java versjoner mellom to plattformer:
v" The Hadoop 3.1.5 on SAS Viya/Mjgsa er kompatibelt med Java 1.8.
SAS 9.4 M5 stgtter kun versjon 1.7.

v Viimplementerte en workaround (ble foreslatt av SAS Tech support: SASAppEG and
SASAppDI bruker stand-alone Java 1.8 installasjon og resten av SAS applikasjoner Java
1.7.

v' Env. variable - SAS_JAVA_HOME med stien til stand alone installsjon ble definert i
SASApPpPEG og SASAppDI appl. context (appservercontext_env_usermods.sh)

« Aktivering SAS Token auth i Business miljg for a fikse problem med kjgring av
Marketing optimization

» Kerberos authentication & Skeduleringsbrukere
» Feilsgking utfgres i to plattformer.

» Diverse kompliserte saker: For SAS 9.4 M5 release far desember 2017 skal
denne variablen defineres i <SASHome>/SASFoundation/9.4/bin/sasenv_local
CAS_CLIENT_SSL_CA_LIST="/shared/Gridnode/SASHome_Prod_Biz/SASSecurityCertificateFra
mework/1.1/cacerts/trustedcerts.pem"



http://support.sas.com/documentation/cdl/en/bisecag/61133/HTML/default/viewer.htm#a003276218.htm

Relevante artikler og dokumentasjon

« #1 SAS 9.4M5 and Later, Integration with SAS Viya

 #2 How to Configure Inteqgrated Windows Authentication

» #3 Using Kerberos Authentication in a Grid Environment

« #4 SAS Viya Authentication options

 #5 How to Configure Kerberos Constrained Delegation

» #6 SAS®Grid Manager and Kerberos Authentication

o #7 Kerberos Delegation with SAS®9.4

 #8 Configure SAS 9.4 Clients to Work with SAS Viya

 #9 Overview Kerberos Introduction

Confidential


https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=basewn&docsetTarget=n0ei9ghb4e8zl2n1aawf66xqnijn.htm&locale=en
https://documentation.sas.com/?cdcId=bicdc&cdcVersion=9.4&docsetId=bisecag&docsetTarget=n1d1zo1jsf2o0en1ehu4c4simfky.htm&locale=sv
https://documentation.sas.com/?cdcId=pgmsascdc&cdcVersion=9.4_3.5&docsetId=gridref&docsetTarget=p13uvjf7audtyen11rrps39yglmg.htm&locale=en
https://blogs.sas.com/content/sgf/2018/01/16/sas-viya-3-3-authentication-options/
https://documentation.sas.com/?cdcId=bicdc&cdcVersion=9.4&docsetId=bisecag&docsetTarget=p1jg2eif6qym5qn1co79sdclcyt7.htm&locale=sv
https://technodocbox.com/Network_Security/70068798-Sas-grid-manager-and-kerberos-authentication.html
https://support.sas.com/resources/papers/proceedings16/SAS3443-2016.pdf
https://go.documentation.sas.com/?cdcId=calcdc&cdcVersion=3.5&docsetId=calencryptmotion&docsetTarget=n1xdqv1sezyrahn17erzcunxwix9.htm&locale=en#p11x7tc5wa1oein1jcnkjg0zf6ve
https://www.youtube.com/watch?v=zO3AvH3DyxU&t=275s
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