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METACODA HELPS YOU TO ...

Gain Visibility
Metacoda provides comprehensive metadata visibility for SAS 9.

Increase Productivity
Metacoda makes it quick and easy to access SAS metadata for analysis, reporting
and troubleshooting.

Improve Security
SAS platform administrators trust Metacoda to provide the insight required for
security management and auditing.

Mitigate Risk
Enhance platform security, governance, and implementation of best practices.

Reduce Cost
Metacoda delivers proven ROI.

@nefossum @homesatmetacoda



Quentin Baudewijns WHAT

Consultant at SAS Belgium & Luxembourg
Loading metadata identities into SAS Metadata from AD using the tool was
very easy. It worked like a charm. This is a great tool! YO U R P E E RS SAY
ABOUT US
Ferymtok Follow o
@ferymtok

i’

Woohoo! I've got #metacoda on the new

SAS platform I've nearly finished building for

Dept of Health Aus. It's the icing on the cake
(and it's a delicious cake). Loving it Used this with a client yeasterday. All | can say is WOW!

Leslie Shroot 1.

=enor Consultant al servian

._ Wouter Germishuys 1 E David Maars % |
: Analytics Operations Manager at Telstra S

The Metacoda set of plugins is worth it's weight in gold if you have SAS metacoda your plug-ins have saved me
deployment. We couldn't have migrated our system without the plugins. days not hours with validating metadata for
Please keep building excellent tools. the LBG upgrade_ Customer service 1s also

totes amaze =



WHAT

YOUR PEERS SAY

Charyn Faenza nus ABOUT US
Vice President and Manager, Corporate Business Intelligence Systems at FMN.B. Corp
3y
SAS Admins - If you have not looked at Metacoda before, | highly recommend it.
It has saved me immeasurable hours of work when preparing for audits, or

planning to make changes to my security program!

@ Metacoda
Benefits of Metacoda Security Plug-ins: Promotes Documentation, Testing &
Audit. The ability to easily review and document a SAS metadata security

implementation regularly, generating documentation and reports 1 ...see more



WHERE DOES METACODA HELP?

SAS Apps

EE

Metacoda helps here

SAS Metadata Server
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File & Other Resources



A BO UT M ETACO DA SAS Management Console - SAS94MS Lev1 [sas;

File Edit View Actions Tools Help
E = | X

Plug-ins  Folders Search

Y

Repository: | [l Foundation v

B SAS Management Console ~

=[] Environment Management

Silver #-F8 Authorization Manager
SRR ) HEA since 2007
[ (Z) Data Library Manager
- g Foundation Services Manager
- EH Grid Manager
(@ Map Service Manager

Provide add-ons to SAS® Software for enhanced metadata visibility and exploitation -

[=-{&] Security Tools
. i (- Bg ACT Reviewer
* Metacoda Identity Sync | D owAcE Reveme
. . i [i}- i User Reviewer
* Metacoda Security Plug-in | il GroupReviewer
i [ E Role Reviewer

* Metacoda Testing Framework | R Copatity Revener

[} [3 Protected Object Reviewer

*  Metacoda Utility Plug-ins — free || G imettagn e
. 3 53] I% Auth Domain Reviewer
e Custom Tasks (for Enterprise Guide & AMO) — free j @gIdenmPermwssmanlmer
H 2] Object Permissions Explorer
[ m Pe?missions Tracer
i+ [ TestRunner
3] @ Identity Sync

Goals [i}- /8 External Identity Manager
. =-[3 utilities
* Improve your productivity through enhanced metadata visibility L @D Metadata Explorer

e @ Public Types Explorer
[ @ Workspace Inspector

* Helping to keep your SAS platform secure 4 etadeta e
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@nefossum @homesatmetacoda



BUSINESS

Keeping SAS Users & Groups in sync with Active Directory
PROBLEMS * Including large & complex directories ... all without code!

Knowing/documenting your SAS Metadata Security. Easily

NOIAY N showing an Auditor ...

* what someone has access to
* who has access to something

METACODA TESTING FRAMEWORK

Verifying & proving to an Auditor your SAS Metadata
Security is still intact and you can quickly detect and act on
changes

@nefossum @homesatmetacoda



EXAMPLES

POSTEN NORGE



WHY KEEP YOUR

SYSTEM (DATA)

Revisjon av tilgangsstyring og internrevisjoner for systemer i Posten og Bring

@ b

i i 743\
Different levels of requirements

* Global Regulations

* National Regulations

* Company Requirements

* Best practice

e “Look nice”

Compliance (“safe enough”)

* There will always be deviations, but if you can
document them and show that you have plans to

correct them, its accepted.

* You need to be able to document/report:

Operational Excellence

* Less operational issues

* Easy and fast troubleshooting

Access to data / sensitive data
Usage pattern / traceability
React to “delete my data” requests

Police requests (suspect mail/parcel
deliveries)




METACODA IDENTITY SYNC

Easy “MAP & SYNC” our SAS Metadata
with Microsoft Active Directory using the
Metacoda plug-in for SAS Management
Console. The generated code runs in batch
and can be altered with the same GUI.
Sync MSAD roles, groups and users

*  From multiple Domain Controllers

*  From multiple Organization Units

Map desired information
e UserlID

* Name and title

*  Email / mobile

e Accounts

Identity Sync Profile Wizard

"

4",
O

External Identity Source

Select the type of extermal identity source you want to sync with.

(®) Microsoft Active Directory Server

() Identity Sync Export File (*idsx)

lser, Group, or Role /

Description

& [Admin] Nils Erik Fossum
& Fossum Nils Erik

EAS provisioned ADAM user from Posten Morge AS
IT og digitalisering

7]

General ‘ Groups and Roles | Accounts | Authorization |

Fossum Nils Erik Properties B

& User

Mame: FossumN

External Identities

DisplayMName:  |Fossum Nils Erik

Job Title:

Description:

IT og digitalisering

<[[m]>

| E-mail Type |

Phone ||office
Address

Address

|ni|s-en k.fossum @posten.no




TESTING FRAMEWORK

Testing usually has its own processes, but with the
Metacoda Testing Framework we can «dry run» our it
SAS Metadata changes and test: I B retacata Secuty S~
Specifications Testing Engine
* How one env. compare to the other(s) ‘"
If the changes comply with the requirement in the freciand
current environment? N
*  You can use the given “best practice baseline” or
create your own — different environments or Metadata Security Testing Progress. [x]
. . . . Test:  Finished
repositories may have different requirements. T
*  Its automatic — you can even schedule it to run N
. . . Messages:
and validate just the output. Hence its easy to 2: 24745 (200700700) T Betadate Sevuriiy Tesiing stercing
. . 12:45:25 (+00:00:39): Metadata Security Testing completed
included in standard test procedure.
et s pebuit sty s e s s vt of et e i) renesar cesced

NB: if you have a lot of old code / have done many

% |AllowNoACES Failed to query ACE Identities for AccessControlEntry/ASYOIFAP.AG000018
L) /maxTestFailures Metadata security testing was aborted when the number of test failures (103) reached or exceeded ...

version upgrades on the same metadata instance, be

aware that best practice have changed, and that every essoges
new version of SAS is usually stricter than the version te [t i i b ) e (et 3 o P

found on the Library '/BI.00 Common/02 Data/ARKIV' for the User group
it replaces 'DI.01.00_ETL Read Access' (with permissions +RM).



SECURITY TOOLS

The Metacoda Plug-in has a lot of
different «Security Tools».

Troubleshooting

Many of them are frequently in use as
part of trouble shooting access issues:

* | cannot access table X
* | need the same access as N.N.

* | get “access denied” for report Y

Access Revisions

Who has access to given sensitive data,
and how is that access provided /
controlled?

1M Metacoda
= -[&] Security Tools

+®3 ACT Reviewer

+®3 ACE Reviewer

+ i User Reviewer

ﬂ Group Reviewer

ﬂ Role Reviewer

- 8 Capability Reviewer

[3 Protected Object Reviewer
+- g Login Reviewer

575} {F -

Iy

- iy Internal Login Reviewer

- figg, Auth Domain Reviewer

ﬁ' Identity Permissions Explorer
[ﬁ Ohject Permissions Explorer

JF}---[F}-

JF}-

ﬁ Permissions Tracer
- [#} Test Runner
& Identity Sync
+- {8 External Identity Manager
3-[J utilities
4 D) Metadata Explorer
[t Public Types Explarer
+- g Workspace Inspector

-5}

¥}

The Identity Permissions Explorer provides you with
comprehensive, whole-of-server views of effective
permissions for a specific user or group across multiple
objects. It is used to easily see what level of access an
individual has across the various objects in your SAS
metadata repository, including libraries, tables, cubes,
folders, information maps, reports, stored processes etc.
It makes it very easy to spot, at a glance, areas where a
user has more, or less, permissions than would be
expected.

The Object Permissions Explorer is used to easily and
see what level of access an individual has to the
various objects in your SAS metadata repository;
including libraries, tables, cubes, folders, information
maps, reports, and stored processes.

The Permissions Tracer provides the ability to trace
permissions and access controls for a combination of a
metadata object and a metadata identity (user or group).
It is used to easily review the relevant access controls
and permissions for the selected identity on the
selected object.

The Protected Object Reviewer provides
comprehensive, whole-of-server views of any objects in
your metadata that have been specifically protected
with access controls such as Access Control Templates
(ACTs). It is used to easily and efficiently review all
objects in your SAS metadata that have access control
directly applied to them, including both Access Control
Templates (ACTs) and Access Control Entries (ACEs or
explicit permissions).



GENERAL METADATA REPORTING

How well do you know your users that run code or use
SAS Enterprise Guide?

* What data they query?
* What queries they run and their runtimes?
* Istuning needed? Change of tooling?

* Security breaches?

It’s all in the SAS Metadata and in the logs, but there
are regulations for what you can store and how to use
this insight.
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ADDITIONAL INFO

5 papers on security model best practices:

https://communities.sas.com/t5/SAS-Communities-
Library/Five-papers-on-Recommended-SAS-9-4-
Security-Model-Design-part-1/ta-p/361569

Metacoda Security test files:

https://github.com/Metacoda/metacoda-plugins-batch-
setup/blob/master/src/env/batch-sectest/metacoda-
recommended-practices.xml
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https://communities.sas.com/t5/SAS-Communities-Library/Five-papers-on-Recommended-SAS-9-4-Security-Model-Design-part-1/ta-p/361569
https://github.com/Metacoda/metacoda-plugins-batch-setup/blob/master/src/env/batch-sectest/metacoda-recommended-practices.xml

QUESTIONS?



CONTACT US

J info@metacoda.com
nils-erik.fossum@posten.no

.”’ www.metacoda.com

twitter.com/metacoda

facebook.com/Metacoda

. 4
m linkedin.com/company/metacoda
o

www.youtube.com/user/metacoda
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