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Gain Visibility
Metacoda provides comprehensive metadata visibility for SAS 9.

Increase Productivity
Metacoda makes it quick and easy to access SAS metadata for analysis, reporting 
and troubleshooting.

Improve Security 
SAS platform administrators trust Metacoda to provide the insight required for 
security management and auditing.

Mitigate Risk
Enhance platform security, governance, and implementation of best practices.

Reduce Cost
Metacoda delivers proven ROI.
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WHERE DOES METACODA HELP?

SAS Apps

SAS Metadata Authorization Layer

SAS Resources

File & Other Resources

Auth Sys Op Layer

DB Resources

DB Auth Layer

Metacoda helps here

SAS Metadata Server
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ABOUT METACODA

SINCE 2007

Provide add-ons to SAS® Software for enhanced metadata visibility and exploitation

• Metacoda Identity Sync

• Metacoda Security Plug-in

• Metacoda Testing Framework

• Metacoda Utility Plug-ins – free

• Custom Tasks (for Enterprise Guide & AMO) – free 

Goals

• Improve your productivity through enhanced metadata visibility

• Helping to keep your SAS platform secure
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BUSINESS

PROBLEMS

METACODA

Keeping SAS Users & Groups in sync with Active Directory

• Including large & complex directories … all without code!

SOLVES

METACODA IDENTITY SYNC

METACODA SECURITY PLUG-INS

METACODA TESTING FRAMEWORK

Verifying & proving to an Auditor your SAS Metadata 
Security is still intact and you can quickly detect and act on 
changes

Knowing/documenting your SAS Metadata Security. Easily 
showing an Auditor …
• what someone has access to
• who has access to something
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POSTEN NORGE

EXAMPLES
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WHY KEEP YOUR

SYSTEM (DATA)

SAFE?

Different levels of requirements

• Global Regulations

• National Regulations

• Company Requirements

• Best practice

• “Look nice”

Compliance (“safe enough”)

• There will always be deviations, but if you can 
document them and show that you have plans to 
correct them, its accepted.

• You need to be able to document/report:

• Access to data / sensitive data

• Usage pattern / traceability

• React to “delete my data” requests

• Police requests (suspect mail/parcel 
deliveries)

Operational Excellence

• Less operational issues

• Easy and fast troubleshooting



METACODA IDENTITY SYNC

Easy “MAP & SYNC” our SAS Metadata 
with Microsoft Active Directory using the 
Metacoda plug-in for SAS Management 
Console. The generated code runs in batch 
and can be altered with the same GUI.

Sync MSAD roles, groups and users

• From multiple Domain Controllers

• From multiple Organization Units

Map desired information

• User ID

• Name and title

• Email / mobile

• Accounts



TESTING FRAMEWORK

Testing usually has its own processes, but with the 
Metacoda Testing Framework we can «dry run» our 
SAS Metadata changes and test:

• How one env. compare to the other(s)

• If the changes comply with the requirement in the 
current environment? 

• You can use the given “best practice baseline” or 
create your own – different environments or 
repositories may have different requirements.

• Its automatic – you can even schedule it to run 
and validate just the output. Hence its easy to 
included in standard test procedure.

NB: if you have a lot of old code / have done many 
version upgrades on the same metadata instance, be 
aware that best practice have changed, and that every 
new version of SAS is usually stricter than the version 
it replaces.



SECURITY TOOLS

The Metacoda Plug-in has a lot of 
different «Security Tools».

Troubleshooting

Many of them are frequently in use as 
part of trouble shooting access issues:

• I cannot access table X

• I need the same access as N.N.

• I get “access denied” for report Y

Access Revisions

Who has access to given sensitive data, 
and how is that access provided / 
controlled?

The Identity Permissions Explorer provides you with 
comprehensive, whole-of-server views of effective 
permissions for a specific user or group across multiple 
objects. It is used to easily see what level of access an 
individual has across the various objects in your SAS 
metadata repository, including libraries, tables, cubes, 
folders, information maps, reports, stored processes etc. 
It makes it very easy to spot, at a glance, areas where a 
user has more, or less, permissions than would be 
expected.

The Object Permissions Explorer is used to easily and 
see what level of access an individual has to the 
various objects in your SAS metadata repository; 
including libraries, tables, cubes, folders, information 
maps, reports, and stored processes.

The Permissions Tracer provides the ability to trace 
permissions and access controls for a combination of a 
metadata object and a metadata identity (user or group). 
It is used to easily review the relevant access controls 
and permissions for the selected identity on the 
selected object.

The Protected Object Reviewer provides 
comprehensive, whole-of-server views of any objects in 
your metadata that have been specifically protected 
with access controls such as Access Control Templates 
(ACTs). It is used to easily and efficiently review all 
objects in your SAS metadata that have access control 
directly applied to them, including both Access Control 
Templates (ACTs) and Access Control Entries (ACEs or 
explicit permissions).



GENERAL METADATA REPORTING

How well do you know your users that run code or use 
SAS Enterprise Guide?

• What data they query?

• What queries they run and their runtimes?

• Is tuning needed? Change of tooling?

• Security breaches?

It’s all in the SAS Metadata and in the logs, but there 
are regulations for what you can store and how to use 
this insight.



ADDITIONAL INFO

5 papers on security model best practices:

https://communities.sas.com/t5/SAS-Communities-
Library/Five-papers-on-Recommended-SAS-9-4-
Security-Model-Design-part-1/ta-p/361569

Metacoda Security test files:

https://github.com/Metacoda/metacoda-plugins-batch-
setup/blob/master/src/env/batch-sectest/metacoda-
recommended-practices.xml

Got it?

https://communities.sas.com/t5/SAS-Communities-Library/Five-papers-on-Recommended-SAS-9-4-Security-Model-Design-part-1/ta-p/361569
https://github.com/Metacoda/metacoda-plugins-batch-setup/blob/master/src/env/batch-sectest/metacoda-recommended-practices.xml
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QUESTIONS?



info@metacoda.com

nils-erik.fossum@posten.no

www.metacoda.com

twitter.com/metacoda

facebook.com/Metacoda

linkedin.com/company/metacoda

www.youtube.com/user/metacoda

CONTACT US

mailto:info@metacoda.com
mailto:nils-erik.fossum@posten.no
http://www.metacoda.com/
http://twitter.com/metacoda
http://www.facebook.com/Metacoda
http://www.linkedin.com/company/metacoda
http://www.youtube.com/user/metacoda

