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Moving data from on-premises to cloud
Challenges

• Insecure networks & threats
• Hackers want to steal data
• Exposed, Open ports 
• Exposed UserIDs and Passwords 

• Unencrypted data 
• Unencrypted passwords
• Slow networks
• Long data transport times
• Diverse set of data sources
• Different database clients / APIs

• Difficulty to administer access to data 
• Difficulty administering access to 

navigate the various Firewalls

• Secure, reliable self-service access 
to on-premises data

• Using standards for data encryption 
including TLS, and HTTPS

• Without opening ports
• Without giving users UserIDs and 

Passwords
• Encrypt data 
• Encrypt all communications 
• Parallelize data movement
• Centralize management of data 

sources
• Virtualize on-premises data to 

cloud users

What’s needed
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SAS Cloud Data Exchange: Target Audience

Organizations who want to perform AI and 
analytics on data managed in on-premises 
databases

Organizations who have security concerns 
about conveying data across their firewall

Organizations who operate in the cloud or are 
consuming data sources in the cloud

Organizations with SAS 9 wishing to transition 
to SAS Viya, but want to leverage data in place 
whether it be on-premises or elsewhere

SAS 9
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Cloud Data Exchange

Cloud Data Exchange is a data connection capability included in 
all core SAS Viya packages

Cloud Data Exchange can securely copy and access a customer’s data from 
their on-premises repositories to their cloud-based SAS Viya instance for 

use in SAS Viya applications. 

SAS Viya On-Premises

Focus is on transferring data securely and efficiently from behind a firewall
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Capabilities
SAS Cloud Data Exchange

Local Data Access from Cloud Deployment
Provides the means to expose local data to a community of remote 
data engineers, data analysts, and data scientists

On Premises Firewall Friendly
Negotiates the on-premises firewall securely and responsibly

Support for High-Volume Data Transfers
Performs high-volume data transfers from on-premises to SAS 
Viya to support big data

SAS/ACCESS Powered
Leverages many of the SAS/ACCESS data source connectors 
used by SAS Viya
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Connectivity – CDE Data Services
SAS Cloud Data Exchange

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

File 
Transfer 
ServiceData Agent
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Data Owners & Data Administrators 

• Securely share and collaborate
• Securely access remote data
• Distribute processing
• Optimize data transfer 
• Data tiering: Hot, Warm, Cold

• Leverage all data storage & data centers
• Securely provision data to SAS Viya
• Control and monitor access to data

Data Scientists & Data Engineers

SAS Viya Distributed Data 
Resources

SAS Viya Distributed Data 
Resources

SAS Viya
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Securely Access Data, Distribute Processing, & Collaborate

On-premises Data

Cloud Data Exchange components
Customer provisions

Cloud Data Sources

Co-located Data

SAS Data Agent

SAS Data Agent

SAS Data Agent
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Data Scientists & Data Engineers

What?

• Easily access and leverage remote data in a secure and performant way

• Distribute FedSQL queries to the source data

• Fast data movement across cloud and on-premises data sources
– For example: on-premises to a SAS Viya environment and back

• Securely share and collaborate with other users

How?

• SAS libname for your SAS jobs on SAS compute

• SAS CASLib for your CAS processing

• SAS FedSQL

Capabilities

• Leverage remote data as if it were local to your SAS compute

• Load data from on-premises directly into CAS memory, and save data back

• Distribute Processing to the data



Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

Data Owners and Data Administrators

What?

• Enable secure sharing of data to SAS Viya users

• Take advantage of various tiers of data storage, data centers and platforms

How?

• SAS Data Agents

• SAS FedSQL

Capabilities

• Access to a wide variety of data sources

• Keep all data credentials secret and local to the data 

• Define Data Source Names (DSNs) 

• Optionally create views to virtualize the data

• Authentication and authorization enforcement

• Audit logging for all data access

• Data masking
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Cloud Data Exchange Architecture

Customer
Volumes

Docker files
Container Manager

License File

Postgres data files

Vault data files

DBMS clients

Data Agent Server
Postgres 12.9 

(SASDATASVR) Vault 

OCI image Container
(cr.sas.com)

Corporate 
Web proxy 

Server

(Remote) Data Agent
Command Line Interface

Remote Data Agent
per instance

F I R E W A L L ( H T T P S )

CAS

Caslib of type CLOUDDEX

Viya microservices

DataAgentContent / 
DataAgentManagement Viya stateful services (full 

stack: Consul, Postgres, …)

Viya Webapps (ENV MGR, …) 

SASLogon

Credentials

Identities

Configuration CLI

Consul

CASL JobExecution

Data Agent Server
(collocated)

Postgres

Data Agent CAS Action

SAS Job CLI

Compute Server

CDE libname

(Cloud) Data Agent Command Line Interface

On premises Databases

Cloud Databases

SAS Viya

Legend
Cloud Data Exchange components
Customer provisions
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On-Premises or other Cloud

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come
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Without SAS Cloud Data Exchange…

F I R E W A L L  ( H T T P S )

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

On-Premises or other Cloud
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SAS/ACCESS

SAS ViyaWithout SAS Data Preparation…

F I R E W A L L  ( H T T P S )

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

Without SAS Cloud Data Exchange…

On-Premises or other Cloud
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SAS/ACCESS

SAS ViyaWithout SAS Data Preparation…

F I R E W A L L  ( H T T P S )

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

Without SAS Cloud Data Exchange…

Oracle: Port #1521 Teradata: Port #1025MSSQL: Port #1433

UserID: scott

Password: tiger

UserID: tduser

Password: 23*324adf

UserID: admin

Password: admin1On-Premises or other Cloud
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SAS/ACCESS

SAS ViyaWithout SAS Data Preparation…

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

Without SAS Cloud Data Exchange…

Firewall takes on the appearance of Swiss Cheese

Oracle DB Client Teradata TTU Client Shared File System 
with SAS Datasets

Oracle: Port #1521 Teradata: Port #1025MSSQL: Port #1433

On-Premises or other Cloud
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SAS/ACCESS

SAS ViyaWithout SAS Data Preparation…

ODBC

Federation
Server

Data Sets

Amazon S3Amazon
Redshift

…
More

to Come

WITH SAS Cloud Data Exchange…

F I R E W A L L  ( H T T P S )

SAS Data Agent

Parallel Connections 
through the same 

SINGULAR port opening

On-Premises or other Cloud
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Using SAS Cloud Data Exchange
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Load Data Into SAS Compute Through CDE

• The SAS Compute Server can connect to the Data Agent and read/write data

• The CDE library will behave like any other SAS/ACCESS library and deliver access 
to tables to the user regardless of where the data lives
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SAS Environment Manager 
Create a Caslib
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Manage Data
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Load Data Into CAS Through CDE

• Multiple CAS Worker nodes can connect to the Data Agent and fetch data concurrently 
when numReadNodes is greater than 1

• Data will be distributed to all CAS Worker nodes when dataOnReaderNodesOnly is set 
to be FALSE (by default)

• Example of 4 Worker nodes with numReadNodes=2

Parallel Loading Data to CAS

CAS Worker

RECEIVER

CAS Controller CAS Worker

READER_NODE

CAS Worker

READER_NODE

CAS Worker

RECEIVER

Data 
Agent

Data 
Agent
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CDE Command Line Interface
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Command Line Interface - Download
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Command Line Interface - Usage
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Command Line Interface - Usage

Adding ALL plugins 
including dagentsrv plugin
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Command Line Interface - Overview

• The command-line interface (CLI) is an executable that operates on Windows 
64-bit systems, Linux, and Apple macOS systems

– Written for administrators and provides a shell interface for communicating with a 
SAS Data Agent driver

• The CLI uses a REST infrastructure to communicate with SAS Data Agent

• It supports commands to create, list, and delete data services. It also provides 
the capability to view definitions for data sources, catalogs, and schemas.

sas-viya profile init

Point to the 
CDE Service 

Endpoint

Initializing 
the profile
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Command Line Interface - Overview

We need to use the 
Command Line 
Interface to 
create/manage the 
following:

• Data Services
• Data Source Names
• Catalogs
• Schemas

sas-viya dagentsrv services create oracle --

name MY_ORACLE_SERVICE --path tktsora --
domain TSTAUTO_ORACLE

sas-viya dagentsrv data-sources catalogs list --

data-source TSTAUTO_ORACLE

sas-viya dagentsrv data-sources schemas list --

data-source TSTAUTO_ORACLE --catalog 
TSTAUTO_ORACLE_RDA
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Load Data Into SAS via the Cloud Data Exchange

Create a library 
pointing to a Cloud 
Data Exchange DSN
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o
The End User perspective

Demo
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o

Write a SAS Dataset to an on-premises location
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o

CDE Library and table read from SnowFlake



Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

o

CDE Library and Proc Freq against a DB2 on-premises table
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o

CDE Libraries against Cloud and On-premises sources
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o

CDE Data source usage with Visual Analytics
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o
Using FedSQL Views

Data Masking with Cloud Data Exchange
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sas-viya dagentsrv views --help

Command Line Interface – FedSQL Views

The root command to 
create/delete a FedSQL view



Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas-viya dagentsrv views create --dsn BASE --name CarsView
--sql "SELECT * FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

Command Line Interface – FedSQL Views
The command to 

create a FedSQL view

sas-viya dagentsrv views delete --dsn BASE --name CarsView

The command to 
delete a FedSQL view

Using the FedSQL
View in a Datastep
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sas-viya dagentsrv views create --dsn BASE --name CarsView2 --sql
"SELECT MAKE,MODEL,TYPE FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

Command Line Interface – FedSQL Views
The command to 

create a FedSQL view

Opening the FedSQL
View in the Table 

Viewer
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sas-viya dagentsrv views create --dsn BASE --name CarsView3 --sql "SELECT 
MAKE,MODEL,TYPE,SYSCAT.DM.MASK('HASH',"INVOICE",'alg','MD5','KEY','Abcd12
34') AS INVOICE_HASH FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

Command Line Interface – FedSQL Views
The command to 

create a FedSQL view 
with Hashing

sas-viya dagentsrv views create --dsn BASE --name CarsView4 --sql "SELECT 
MAKE,MODEL,TYPE,SYSCAT.DM.MASK('ENCRYPT',PUT("INVOICE",8.),'alg','AES') AS 
INVOICE_MASK FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

The command to 
create a FedSQL view 

with Encryption
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Cloud Data Exchange

Included across all main Viya 4 packages

– E.g. SAS Viya, SAS Viya Advanced, SAS Viya Enterprise…

It supports both Libname connection to CDE and CASLIB

Remote Data Agent delivered as a OCI image container

– E.g.                The Container can easily be deployed in Docker using Container Manager

New connectors

– Snowflake, Amazon Redshift, Amazon S3, etc.

What’s New in Viya 4
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Cloud Data Exchange

• Additional Data Source Support

• Additional Cloud Storage Support – ADLS, GCS

• UI rather than CLI to improve admin user experience

• File Transfer to include transform e.g. SAS7BDAT on site to Parquet in S3

• Use CDE as way of providing third party tools access to SAS Data, via 
JDBC/ODBC like that provided in SAS Federation Server

• Use CDE as method of querying data without need to start Compute/CAS 
session

What’s Next – Still under discussion
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Useful Resources
• https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentwlcm/home.htm

https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentwlcm/home.htm
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Useful Resources
• https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dplydagent0ctr/p0c9masik486odn1kb6p17pfs8tt.htm

https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dplydagent0ctr/p0c9masik486odn1kb6p17pfs8tt.htm
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Useful Resources
Supported Data Service types

• https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/p0h7sl2w1qy
pz3n1dl78v23hyx1h.htm?fromDefault=

Command Line Interface (CLI)

https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/n1k7qsb4adtpc
yn1m7vofq4b0ada.htm

https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/p0h7sl2w1qypz3n1dl78v23hyx1h.htm?fromDefault=
https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/n1k7qsb4adtpcyn1m7vofq4b0ada.htm
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Useful Resources
• https://communities.sas.com/t5/SAS-Communities-Library/SAS-Cloud-Data-Exchange-for-the-SAS-Viya-

Platform/ta-p/873764

https://communities.sas.com/t5/SAS-Communities-Library/SAS-Cloud-Data-Exchange-for-the-SAS-Viya-Platform/ta-p/873764
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Questions ?


