FANS Network Meetings

SAS Cloud Data Exchange
Leverage distributed data with SAS Viya 2023.03+

lvor Moan
SAS Global Technology Practice

Copyright © SAS Institute Inc. All rights reserved.

2

SasS



Moving data from on-premises to cloud
What’s needed

Challenges

Insecure networks & threats
Hackers want to steal data
Exposed, Open ports

Exposed UserlDs and Passwords
Unencrypted data

Unencrypted passwords

Slow networks

Long data transport times
Diverse set of data sources
Different database clients / APIs
Difficulty to administer access to data

Difficulty administering access to
navigate the various Firewalls

Secure, reliable self-service access
to on-premises data

Using standards for data encryption
including TLS, and HTTPS

Without opening ports

Without giving users UserlIDs and
Passwords

Encrypt data
Encrypt all communications
Parallelize data movement

Centralize management of data
sources

Virtualize on-premises data to
cloud users



SAS Cloud Data Exchange: Target Audience

Organizations who want to perform Al and

analytics on data managed in on-premises
databases

Organizations who have security concerns
about conveying data across their firewall

SAS 9
@ Organizations who operate in the cloud or are
consuming data sources in the cloud

Organizations with SAS 9 wishing to transition
to SAS Viya, but want to leverage data in place
whether it be on-premises or elsewhere

Osas
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Cloud Data Exchange

Cloud Data Exchange is a data connection capability included in
all core SAS Viya packages

Cloud Data Exchange can securely copy and access a customer’s data from
their on-premises repositories to their cloud-based SAS Viya instance for
use in SAS Viya applications.

L ol Q

SAS Viya

On-Premises

Focus is on transferring data securely and efficiently from behind a firewall
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Capabilities
SAS Cloud Data Exchange

Local Data Access from Cloud Deployment

Provides the means to expose local data to a community of remote
data engineers, data analysts, and data scientists

On Premises Firewall Friendly
Negotiates the on-premises firewall securely and responsibly

Support for High-Volume Data Transfers SAS Viya

Performs high-volume data transfers from on-premises to SAS
Viya to support big data

SAS/ACCESS Powered

Leverages many of the SAS/ACCESS data source connectors
used by SAS Viya

Copyright © SAS Institute Inc. All rights reserved.
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Connectivity — CDE Data Services
SAS Cloud Data Exchange

Amazon Amazon $3
Redshift
0DBC [T @
PostgreSQL
S S S File ves
teradata " Transfer More
Federation Data Sets Data Agent Service to Come
Server
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SAS Viya Distributed Data
Resources
Data Scientists & Data Engineers Data Owners & Data Administrators
e Securely share and collaborate * Leverage all data storage & data centers
* Securely access remote data * Securely provision data to SAS Viya
* Distribute processing e Control and monitor access to data

* Optimize data transfer
* Data tiering: Hot, Warm, Cold

Copyright © SAS Institute Inc. All rights reserve d.



Securely Access Data, Distribute Processing, & Collaborate

——p saspaangent
@ =
SAS Viya ———p| snspaangent
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Data Scientists & Data Engineers

What?
« Easily access and leverage remote data in a secure and performant way
 Distribute FedSQL queries to the source data

« Fast data movement across cloud and on-premises data sources
— For example: on-premises to a SAS Viya environment and back

« Securely share and collaborate with other users

How?

» SAS libname for your SAS jobs on SAS compute
« SAS CASLIb for your CAS processing

» SAS FedSQL

Capabilities

» Leverage remote data as if it were local to your SAS compute

» Load data from on-premises directly into CAS memory, and save data back
« Distribute Processing to the data



Data Owners and Data Administrators

What?
* Enable secure sharing of data to SAS Viya users
» Take advantage of various tiers of data storage, data centers and platforms

How?
« SAS Data Agents
« SAS FedSQL

Capabilities

» Access to a wide variety of data sources

« Keep all data credentials secret and local to the data
» Define Data Source Names (DSNSs)

* Optionally create views to virtualize the data

« Authentication and authorization enforcement

« Audit logging for all data access

« Data masking



Legend

Cloud Data Exchange components

Customer provisions

Cloud Data Exchange Architecture

~

Remote Data Agent
Y R per instance
Customer

@

Volumes Viya microservices

N
J
/

Viya stateful services (full
stack: Consul, Postgres, ...)

Docker files
Container Manager

License File

N

>
J

CAS

-
g

Postgres data files

-
Vault data files Compute Server

SAS Viya

&

B

FIREWALL (HTTPS)

i On premises Databases
DBMS clients

Cloud Databases Ssas
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On-Premises or other Cloud

Amazon S3 }

cloudera

pmazon S server

Redshift

©

S/4 HANA Sp Q

teradata S ORACLE

Federation
Server

Data Sets More
to Come

Pa sterSl QL
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Without SAS Cloud Data Exchange...

On-Premises or other Cloud

Amazqn Amazon S3 DB2 " gfjjli:SEI-'ver'
Redshift

e

#

teradata S ORACLE

Federation
Server

Data Sets More

to Come
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Without SAS Cloud Data Exchange... _

On-Premises or other Cloud

Amazon
Redshift Amazon S3 DB2

!

cloudera

S/4 HANA Data Sets More

4B Server R

My

teradata 5 ORACLE

Federation
Server

&

PostgreSQL

to Come
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Without SAS Cloud Data Exchange...

MSSQL: Port #1433 Oracle: Port #1521 Teradata: Port #1025

UserID: admin UserlID: scott UserlID: tduser
- : admin1 1 : 23*32
On-Premises or other Cloud Password: adminl Password: tiger Password: 23*324adf

Amazon S0l server
Amazon S3 | E
Redshift DB2 cloudera }
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Without SAS Cloud Data Exchange...

MSSQL: Port #1433 Oracle: Port #1521 Teradata: Port #1025

On-Premises or other Cloud

Amazon
Redshift Amazon S3 DB2

teradata 5 ORACLE

Federation
Server

PostgreSQL S/4HANA Data Sets

More
to Come
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WITH SAS Cloud Data Exchange... _

On-Premises or other Cloud

Amazon
Redshift Amazon S3 DB2

More

to Come

teradata 5 ORACLE

Federation
Server

S/4 HANA

PostgreSQL
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Using SAS Cloud Data Exchange

0sas
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Load Data Into SAS Compute Through CDE

The SAS Compute Server can connect to the Data Agent and read/write data

The CDE library will behave like any other SAS/ACCESS library and deliver access
to tables to the user regardless of where the data lives

©® [E CDE-dbitest

Columns: 15 0f 15

& ORIGIN & DRIVETRAIN @ MSRP @ INVOIL..




Name: *

CDE_Oracle

Type:
Other

Persist this connection bj

Settings Advanced

Path:

Description:

CDE Connection to on-prd

[ Include subdirectories

Data transfer mode:

Default

MNumber of read no

1

MNumber of write nodes:

1
Additional Parameters @
Name:
dataagentname
Value:

mwf-cdetest-rda

Create a Caslib
SAS Environment Manager

Connection !

uid _ ) The connection was successful.

AV} ~
value:

dbitest

Name:

conopts

\/. -
value:

dsn=TSTAUTO_ORACLE

Add Parameter

— |

MName: *
CDE_Oracle
Type:
Other

Persist this connection beyond the current session @

Settings Advanced
Value:

mwf-cdetest-rda

Copyright © SAS Institute Inc. All rights reserved.

Connection Settings

Server:
cas-shared-default

Source type: * @
CLOUDDEX

Test Connection Save Cancel




Manage Data

Data

Available Data Sources Impert CARS

je; [@ Details  IE Sample Data

_ . L View the latest profile and
T r O @ @ analysis in SAS Information

cas-shared-ds v | CDE_Oracle Name Type Catalog.

&, MAKE varchar
, AppData 2 BLOBAUTO20201019469823F Columns
* PATH ’ &, MODEL varchar ) 16

, CASUSER(d] o BLTEST A, TYPE varchar
" PATH '

ORIGIN varchar
CDE Oracle =3 BOOKS_20201019469823F

¥ CLOUDDEX : : A, DRIVETRAIN varchar

(not available)
. Formats — BRIANVIEW1 MSRP double o
" PATH Lecation:

INVOICE double ¢ cas-shared-default/CDE_Oracle

| Cl@#5% " ~&()_+{}..[1()=";:B4KO

ModelPerf: i =

B ooerenom — ENGINESIZE double - I
PATH ._4,0\_. Jate created:

> . \O/ .
CAKEAPPEND CYLINDERS double e

= o Date modified:

HORSEPOWER double NeVN

~ Models
~ PATH

ModelStore MPG_CITY double
* paTH : neoding:

MPG_HIGHWAY double (not available)
- ProductData = CARS_DMTEST

* PATH

Tags (0):
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Load Data Into CAS Through CDE
Parallel Loading Data to CAS

* Multiple CAS Worker nodes can connect to the Data Agent and fetch data concurrently
when numReadNodes is greater than 1

* Data will be distributed to all CAS Worker nodes when dataOnReaderNodesOnly is set
to be FALSE (by default)

. Example of 4 Worker nodes with numReadNodes=2

Session Process
[ B RN

Copyright



CDE Command Line Interface

0sas
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Command Line Interface - Download
QSas | o

SUPPORT/ DOWNLOADS & HOT FIXES

SUPPORT All Downloads

Manage Tracks Downloads
SAS Administrators SAS Vlya C L|
Security Bulletins
License Assistance
Manage My Software Account This package provides the sas-viya binary which is intended to be used with the sas-viya CLI plug-ins
Downloads & Hot Fixe:
SAS System Softw The SAS Viya Command-Line Interface (CLI) allows you to perform tasks like changing the configuration or updating security rules at the

SAS DataFlux Software command line. It can only be used with SAS Viya. The SAS Viya CLI can run on Linux, Windows or OSX.
JMP Software

Mobile De:
Third Party S

Additional Products

SAS Viya: Using the Command-Line Interface

Hot Fixes

o Knowledge Base

Requirements

* The CLI requires access to your SAS Viya system

» The CLI requires that the machine running the tool has access to the internet

SAS Viya CLI
Description Request Download Size Release Date ReadME
sas-viya for Linux sas-viya-cli-1.21 8-linux-amdé4 tgz 3.1 MB 2023-02
sas-viya for OSX sas-viya-cli-1.21.6-osx.zip 3.1MB 2023-02
sas-viya for Windows sas-viya-cli-1.21 6-windows zip 31MB 2023-02




Command Line Interface - Usage

Command Prompt = O

C:\SAS CDE Data Agent»sas-viya.exe
NAME =
sas-viya - SAS Viya Command Line Interface

USAGE:
sas-viya.exe [global options] command [command options] [arguments...]

WVERSION:
1.21.6

COMMANDS :
authenticate, auth, authn Handles authentication to the target environment.
help, h Shows a list of commands or help for one command.
plugins Manages plugins.
profile, prof Shows and updates options.

GLOBAL OPTIONS:

--colors-enabled Enables or disables ANSI colored output. [$SAS_CLI_COLOR]

--help, -h Shows help.

--insecure, -k Allows connections to TLS sites without validating the server certificates.

--locale "en" Specifies a locale to use. [$LC_ALL, $LANG]

--log-file Specifies the file to write log events to. [$SAS_LOG FILE]

--output Specifies output format - text, json, fulljson. [$SAS_OUTPUT]

--profile, -p "Default" Specifies a named profile to use. [$SAS _CLI_PROFILE]

--quiet, -qg Quiets spurious output, data only.

--sas-endpoint Sets the URL to the SAS services. [$SAS_SERVICES_ENDPOINT]

--verbose Shows detailed processing information and output.

--version, -v Prints the version.

--yes-to-all, -y Suppresses all confirmation prompts by defaulting to "yes'.
COPYRIGHT:

(c) 2016-2023 SAS Institute Inc. All Rights Reserved.
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Command Line Interface - Usage

C:\SAS CDE Data Agent»sas-viya plugins install --repo SAS all
Installing all plugins from the SAS repository.
Retrieving source file from the SAS repository...
2007244 bytes downloaded.

Saving audit plugin to C:\Users\eurigm\.sas\viya-plugins\sas-audit-cli-1.19.18-20230217.1676592000.exe. ..
Plugin audit successfully installed.
2907348 bytes downloaded.

Saving authorization plugin to C:\Users\eurigm\.sas\viya-plugins\sas-authorization-cli-1.20.4-20230302.167771
5200 .exe. ..

P1- =in 7 ‘thor*=atic: sucrssfu’ly ir-tallrd.

[} al L i L A i 4

3126072 bytes downloaded.

Saving workload-orchestrator plugin to C:\Users\eurigm\.sas\viya-plugins\sas-workload-orchestrator-cli-1.5.19
-20230309.1678320000.exe. ..

Plugin workload-orchestrator successtully installed.
All plugins from the SAS repository were installed.

C:\SAS CDE Data Agent>g

Copyright © SAS Institute Inc. All rights reserved.



Command Line Interface - Overview

* The command-line interface (CLI) is an executable that operates on Windows
64-bit systems, Linux, and Apple macQOS systems

— Written for administrators and provides a shell interface for communicating with a
SAS Data Agent driver

e The CLI uses a REST infrastructure to communicate with SAS Data Agent

* |t supports commands to create, list, and delete data services. It also provides
the capability to view definitions for data sources, catalogs, and schemas.

sas-viya profile init

C:\SAS CDE Data Agent»sas-viya profile init
Enter configuration options:

Service Endpoint> https://mwf_ingress-nginx.cde-test-ml.dmmdev.sashg-d.openstack.sas.com:443

Output type (text|json|fulljson)> text

Enable ANSI colored output (y/n)?> y
Saved 'Default’ profile to C:\Users\eurigm\.sas\config.json.

Qg

Copyright © SAS Institute Inc. All rights reserved.



Command Line Interface - Overview

SERVER

DATA
SERVICE

]

CATALOG

SCHEMA

TABLE/
VIEW

COLUMN

sas-viya dagentsrv S€rViCes create oracle --

name MY_ORACLE_SERVICE --path tktsora --
domain TSTAUTO_ORACLE

sas-viya dagentsrv data-sources catalogs list --
data-source TSTAUTO _ORACLE

sas-viya dagentsrv data-sources SChemas list --
data-source TSTAUTO ORACLE --catalog
TSTAUTO_ORACLE_RDA

Copyright © SAS Institute Inc. All rights reserved.



Load Data Into SAS via the Cloud Data Exchange

/* region: Generated preamble */

libname CDE_
Libref CDE

al Name: TSTAUTO ORACLE

[ ]

ars;
CDE_ORA.cars;

o
&
Q
Le]
273
Lo
Q
Le

ata WOR

NOTE: D statement u
eal time
cpu time

ion: Generated postamble

data set
ions and 15

Copyright © SAS Institute Inc. All rights reserved.
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Demo

The End User perspective
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Write a SAS Dataset to an on-premises location

SAS® Studio - Develop Code and Flows

New Options View [ Open @ Save All @ [ CDE-dbitest
« P
) Explorer [§ StartPage x +
e~ :
E
8 40 My Favorites GET STARTED RECENTS
4 S + 2 Program i
- @ Folder Shortcuts [ Program in SAS = MYCARS
> & Shortcut to My Folder P Build a flow =¢ CDABASE May 10, 2023, 4:42:02 P
~ > B SAS Server
N - SAVETABLE910
43S SAS Content Elimpadat &8 CDABASE Oct 14, 2022, 4:0( A
B >3 Conversational Flows @ Query data
’ >3 Decision Repository
. ) Oct 14,2022, 3:59:30 AM
>3 ESP Projects @ Explore new features in SAS Studio =
5]
>3 Model Repositories
P > Products LEARN ep 6,2022, 10:16:13 A
>3 Public Learn SAS Studio - videos, tutorials, and
> B Users training

Learn SAS programming

STAY CONNECTED

Join the community

Request a feature

%+ Submission (0) 3




New

)

CDE Library and table read from SnowFlake

Options View [ Open

Explorer
(%~

40 My Favorites

“C3 Folder Shortcuts

> & Shortcut to My Folder

> [ SAS Server

43S SAS Content
>3 Conversational Flows
>3 Decision Repository
>3 ESP Projects
>3 Model Repositories
>3 Products
>3 Public
>3 Users

SAS® Studio - Develop Code and Flows

@& Save All

« P
[§ StartPage x +

GET STARTED
[# Program in SAS
% Build a flow
¥ Import data

@ Query data

@ Explore new features in SAS Studio

LEARN

Learn SAS Studio - videos, tutorials, and
training

Learn SAS programming
STAY CONNECTED
Join the community

Request a feature

Welcome to

SAS STUDIO

A rich environment to de:

rams using the robust

B) Recover (4)

@ [ CDE-dbitest

. —0

2+ Submission (0)

x®



New Options View [ Open

)

CDE Library and Proc Freq against a DB2 on-premises table

Explorer
(%~

40 My Favorites

“C3 Folder Shortcuts

> & Shortcut to My Folder

> [ SAS Server

43S SAS Content
>3 Conversational Flows
>3 Decision Repository
>3 ESP Projects
>3 Model Repositories
>3 Products
>3 Public
>3 Users

SAS® Studio - Develop Code and Flows

@& Save All

« P
[§ StartPage x +

GET STARTED
[# Program in SAS

P Build a flow Welcome to

SAS STUDIO

A rich environment to de:

¥ Import data

@ Query data

@ Explore new features in SAS Studio

LEARN

rams using the robust

Learn SAS Studio - videos, tutorials, and

training

Flo
Learn SAS programming Simplify and model ref
STAY CONNECTED =

Join the community

Request a feature

B) Recover (2)

@ [ CDE-dbitest

. —0

2+ Submission (0)

x®



CDE Libraries against Cloud and On-premises sources

SAS® Studio - Develop Code and Flows

New Options View [3 Open (@ Save All (i] CDE - dbitest
« [6 StartPage [# *SAS Program.sas x  +
2 Explorer N
s : 2 Run B | [ Copyto My Snippets ) = ¥ Debug & Clear Log May 15,2023, 1:12:42 PM  §
.
&® My Favorites Code Log Results
. “B7F Folder Shortcuts
G )
> £7 Shorteut to My Folder 1 /* cloud I?ata Exchange - Libraries ) )
) 2 Accessing Data on remote customer site via a Remote Data Agent
& SAS Server 3 Configuration of the Data Sources are done via a CLI, leaving database credentials on site */
. “£8 SAS Content 4
» B3 Conversational Flows 5 i N W .
=] N o ‘ 6 libname CDE_BASE cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=BASE preserve_tab_names=yes;
B3 Decision Repository 7 libname CDE ORA cde dataagentname="mwf-cdetest-rda” uid=dbitest pwd=&pw dsn=TSTAUTO DATAAGENT ORACLE preserve tab names=yes;
- > B3 ESP Projects 8 libname CDE_DBRK cde dataagentname="sas-data-agent-server-colocated” uid=dbitest pwd=&pw dsn=TSTAUTO_DATABRICKS preserve_tab_names=yes;
= > B Model Repositories 9 libname CDE DB2 cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO DB2 preserve tab names=yes;
e 10 libname CDE_FED cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_FEDSVR_ADMIN preserve_tab_names=yes;
> 8 Products 11 libname CDE_NFS cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_FT_NFS preserve_tab_names=yes;

v
=
[N

> Public libname CDE S3 cde dataagentname="sas-data-agent-server-colocated” uid=dbitest pwd=&pw dsn=TSTAUTO FT S3 preserve tab names=yes;
BT Usere 13 libname CDE_HDP cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_HADOOP preserve_tab_names=yes;
14 libname CDE_IMP cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_IMPALA preserve_tab_names=yes;
15 libname CDEODATA cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO JDBC ODATA NWIND preserve tab names=yes;
16 libname CDE_JDBC cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_JDBC_POSTGRES preserve_tab_names=yes;
17 libname CDE MSQL cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO MYSQL preserve tab names=yes;
18 libname CDE _ODBC cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO ODBC ORACLE preserve tab names=yes;
19 libname CDE ORA2 cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO ORACLE preserve tab names=yes;
20 libname CDE_PGR cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_POSTGRES preserve_tab_names=yes;
21 libname CDE REDS cde dataagentname="sas-data-agent-server-colocated” uid=dbitest pwd=&pw dsn=TSTAUTO REDSHIFT preserve tab_names=yes;
22 libname CDE HANA cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO SAPHANA preserve tab names=yes;
23 libname CDE_SNOW cde dataagentname="sas-data-agent-server-colocated” uid=dbitest pwd=&pw dsn=TSTAUTO_SNOWFLAKE preserve_tab_names=yes;
24 libname CDE SPRK cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO SPARK preserve tab names=yes;
25 libname CDE_SQLS cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_SQLSERVER preserve_tab_names=yes;
26 libname CDE_TERA cde dataagentname="mwf-cdetest-rda" uid=dbitest pwd=&pw dsn=TSTAUTO_TERADATA preserve_tab_names=yes;

SAS Program.sas [temp] By Recover (3) | {8 Submission (0) ¥



CDE Data source usage with Visual Analytics

SAS® Visual Analytics - Explore and Visualize

Explore and Visualize e

Explore dat

0 Sortby: | Lastopened v =

Recent

My Favorites
My Folder
Shared with Me

All Reports

Recommended

—

S

No items were recently opened.




Data Masking with Cloud Data Exchange
Using FedSQL Views

Copyright © SAS Institute Inc. All rights reserved.
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Command Line Interface — FedSQL Views

sas-viya dagentsrv views --help

C:\SAS CDE Data Agent>sas-viya dagentsrv views --help
NAME :
sas-dagentsrv-cli views - Manage views.

USAGE:
sas-dagentsrv-cli views command [command options]

VERSION:
2.1.16
COMMANDS :
create Create a view.
delete Delete a view.
help, h Shows a list of commands or help for one command.
show Show the definition of an existing view.
OPTIONS:

--help, -h  Shows help.

Copyright © SAS Institute Inc. All rights reserved.



Command Line Interface — FedSQL Views

sas-viya dagentsrv views create --dsn BASE --name CarsView

--sql "SELECT * FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

C:\SAS CDE Data Agent>sas-viya dagentsrv views create --dsn BASE --name CarsView --sql
"SELECT * FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"
View successfully created.

sas-viya dagentsrv views delete --dsn BASE --name CarsView

C:\SAS CDE Data Agent>sas-viya dagentsrv views delete --dsn BASE --name CarsView
View successfully deleted.

cpu time

Copyright © SAS Institute Inc. All rights reserved.



Command Line Interface — FedSQL Views

sas-viya dagentsrv views create --dsn BASE --name CarsView2 --sq

"SELECT MAKE,MODEL,TYPE FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

C:\SAS CDE Data Agent>sas-viya dagentsrv views create --dsn BASE --name CarsView2 --sql
"SELECT MAKE,MODEL,TYPE FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"
View successfully created.

Copyright © SAS Institute Inc. All rights reserved.
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Command Line Interface — FedSQL Views

sas-viya dagentsrv views create --dsn BASE --name CarsView3 --sql "SELECT

MAKE,MODEL,TYPE,SYSCAT.DM.MASK('HASH',"INVOICE",'alg','MD5','KEY','Abcd 12
34') AS INVOICE_HASH FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

(C:\SAS CDE Data Agent>sas-viya dagentsrv views create --dsn BASE --name CarsView3 --sql "SELECT MAKE,MODEL,TYPE,SYSCAT.DM.MASK

('HASH',"INVOICE",'alg','MD5', 'KEY', "Abcd1234') AS INVOICE HASH FROM TSTAUTO BASE CAT1 CDA.MYCARS"
View successfully created.

sas-viya dagentsrv views create --dsn BASE --name CarsView4 --sql "SELECT
MAKE,MODEL,TYPE,SYSCAT.DM.MASK('ENCRYPT',PUT("INVOICE",8.),"alg','AES') AS
INVOICE_MASK FROM TSTAUTO_BASE_CAT1_CDA.MYCARS"

C:\SAS CDE Data Agent>sas-viya dagentsrv views create --dsn BASE --name CarsViewd --sql "SELECT MAKE,MODEL,TYPE,

SYSCAT.DM.MASK( 'ENCRYPT',PUT("INVOICE",8.),"alg',"AES"') AS INVOICE MASK FROM TSTAUTO BASE CAT1 CDA.MYCARS"
View successfully created.

& INVOICE_MASK

SasS
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Cloud Data Exchange
What’s New in Viya 4

Included across all main Viya 4 packages
E.g. SAS Viya, SAS Viya Advanced, SAS Viya Enterprise...

It supports both Libname connection to CDE and CASLIB

Remote Data Agent delivered as a OCl image container
=g The Container can easily be deployed in Docker using Container Manager

New connectors
Snowflake, Amazon Redshift, Amazon S3, etc.



Cloud Data Exchange

Part of a wider data connectivity layer Vision

Connections to data sources Data movement/transformation

— Simplification, Drivers, Discovery, — Batch, Conversion/Transformation,
Extend support, RT Data, Versioning, Synchronization

.rem(.)te/.local sQL query layer
Virtualisation — Simple SQL interface to view/update

— Views, Caching, Security, Logging data, Interactive, code explanation

Security * Query optimization

— Simplify, SSO, Row/Column, Attribute — Pushdown, joins, statistics, analyze
ba.sed, Auto-mask data * In-Database processing

Logging — SQL, DS2, DS, other languages

— Reporting, Defining Datairetention

Publishing data — How Long, last updated, rules and
— API, Marketplace actions (archive/delete)
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Data Connectivity Layer Vision

CDE delivers some elements

Connections to data sources

Simplification, Drivers, Discovery,
Extend support, RT Data, Versioning,
remote/local

Virtualisation
— Views, Caching, Security, Logging
Security

Simplify, SSO, Row/Column, Attribute
based, Auto-mask data

Logging

— Reporting, Defining
Publishing data

— API, Marketplace

Data movement/transformation

Batch, Conversion/Transformation,
Synchronization

SQL query layer

— Simple SQL interface to view/update
data, Interactive, code explanation

Query optimization

Pushdown, joins, statistics, analyze
In-Database processing
—SQL, DS2, DS, other languages
Data retention

— How Long, last updated, rules and
actions (archive/delete)



Cloud Data Exchange
What’s Next — Still under discussion

Additional Data Source Support

Additional Cloud Storage Support — ADLS, GCS

Ul rather than CLI to improve admin user experience
File Transfer to include transform e.g. SAS7BDAT on site to Parquet in S3

Use CDE as way of providing third party tools access to SAS Data, via
JDBC/ODBC like that provided in SAS Federation Server

Use CDE as method of querying data without need to start Compute/CAS
session

Copyright © SAS Institute Inc. All rights reserved.



Useful Resources

SAS® Help Center Customer Support | SAS Documentation

= Cloud Data Exchange for the SAS® Viya® Platform | 2023.03 - 2023.04 ~ o} Feedback

/|
Welcome Welcome

> Administrator’s Guide

Welcome to Cloud Data Exchange for the SAS Viya
» Remote SAS Data Agent: Deployment
Eilz 2 Platform

> Other Resources

SAS Viya Platform

Administrator’s Guide Remote SAS Data Agent: Deployment Guide

Roadmap for Getting Started Quick Start

About Cloud Data Exchange Freguently Asked Questions

SAS Data Agent and Security Concepts Configure Remote SAS Data Agent

Data and the Command Line Interface Configure Data Sources

Configure Cloud Data Exchange for CAS Migrate Data

& English
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Osas
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https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentwlcm/home.htm

Useful Resources

SAS® Help Center Customer Support | SAS Documentation
Cloud Data Exchange for the SAS® Viya® Platform | 2023.03 - 2023.04 ~ Q  PDF | EPUB | Feedback

Welcome Remote SAS Data Agent: Deployment Guide

> Administrator's Guide

! oinore SAS Data Agent:Deployment  Quiick Start for Remote SAS Data Agent

Quick Start
Frequently Asked Questions How to Use the Quick Start

Requirements First Steps

> Configuration Configure Connectivity to the SAS Viya Platform

-3
Software Updates Run the Container

Migrate Data ) ) )
Download the dagentsrv plug-in to the sas-viya CLI and Sign In

Register Remote SAS Data Agent with the SAS Viya Platform

> Reference Topics

> Other Resources

Example: Test Remote SAS Data Agent
Next Steps

How to Use the Quick Start

@ El‘lglish Privacy Statement | Terms of Use = Copyright © SAS Institute Inc. All Rights Reserved

Osas
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https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dplydagent0ctr/p0c9masik486odn1kb6p17pfs8tt.htm

Useful Resources
Supported Data Service types

* https://go.documentation.sas.com/doc/en/dataagentcdc/v 001/dataagentag/pOh7sl2wlqy

pz3n1dl78v23hyx1h.htm?fromDefault=

Command Line Interface (CLI)

https://go.documentation.sas.com/doc/en/dataagentcdc/v 001/dataagentag/nlk7qgsb4adtpc
ynlm7vofg4b0ada.htm
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https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/p0h7sl2w1qypz3n1dl78v23hyx1h.htm?fromDefault=
https://go.documentation.sas.com/doc/en/dataagentcdc/v_001/dataagentag/n1k7qsb4adtpcyn1m7vofq4b0ada.htm

Useful Resources

SAS Viya Cloud Data Exchange (CDE)

s |

On-premise
Data Center

- e w

| Co-located

Data Agent

(Container)
SAS Viya 4
SAS Viya 4

Microservices

Data Agent Server

Remote
™ Data Agent

(Image
container )
Default B L iPname of type

port # 25141
|

caslib of type CDI

FIREWALL(HTTPS)
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https://communities.sas.com/t5/SAS-Communities-Library/SAS-Cloud-Data-Exchange-for-the-SAS-Viya-Platform/ta-p/873764

Questions ?
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