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1.1 Exploring Initial Authentication to the
SAS Metadata Server

Objectives

+ Explore authentication mechanisms that are used in the SAS 9.4 Platform.
- Review initial host authentication to the metadata server.

+ Review Integrated Windows authentication (IWA).

- Review metadata identities.

- |dentify key internal accounts.

+ Explore internal authentication.

§sas

SAS 9.4 Authentication Mechanisms

Authentication is the process of verifying the identity of a person or process
for security purposes.

External + Host authentication (credential—basedf/

- Direct LDAP authentication

« Integrated Windows authentication

+ Web authentication

Internal - SAS internal authentication

« SAS token authentication

Gsas

Copyright © 2017, SAS Institute Inc., Cary, North Carolina, USA. ALL RIGHTS RESERVED.



1-4 Chapter 1 Exploring Authentication Mechanisms in the SAS® 9.4 Platform

To provide authentication, the platform cooperates with systems such as the host environment,
the web realm, and third-party databases.

A supporting feature of internal authentication mechanisms unifies the SAS realm and provides
a degree of independence from your general computing environment.

Credential management provides single sign-on through the reuse of cached credentials or
the retrieval of stored passwords.

Pluggable authentication modules (PAM) extend UNIX host authentication.

Trust relationships facilitate communication to the metadata server by permitting one privileged
account to connect on behalf of other users (trusted user) or by accepting requests that use a
proprietary protocol (trusted peer).

Connection to SAS Metadata Server

SAS desktop applications use connection profiles to connect to the metadata
server. A connection profile is a file that is stored on the user’s machine. It
contains the information necessary for connection to the metadata server.

|
Ca

o SAS Information Map
SAS Add-In for Studio

Microsoft Office ﬁ

SAS OLAP Cube Studio

=

SAS Management Console

4 ) ( )

Connection Profile
(sasserver.swa)

Connection Profile

(ConfigurationV71.xml)

. . Metadata Server
SAS Enterprise Guide \

Java Applications

Q/Vlndows Appllcatlons)

\ J

SAS Logon Manager
SAS Web Applications

Gsas

In most cases, users access and update metadata using SAS applications, including SAS
Management Console, SAS Environment Manager, SAS Data Integration Studio, and SAS
Enterprise Guide. Web-based applications need only a web browser. The connection profile
is built into the web application.

You can also access and manage SAS Metadata through programmatic interfaces, including

the METADATA and METALIB procedures, DATA step functions, and the batch tools for metadata
management. The tools are documented in SAS® 9.4 Intelligence Platform: System Administration
Guide.

Other parts of the SAS platform also communicate with the metadata server, including SAS
spawners, SAS servers, and SAS middle-tier applications.
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Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

User ID: Ahmed

|\ SASLOgoManager Password: Studentl
S

AS Enterprise Guide
O

Metadata
Repositories

Metadata
Server

gsas

In the verification phase, the system ensures that the user is who he or she claims to be.
For example, this credential-based host authentication method might be used:

1. The client prompts the user for an ID and password.
2. The user enters credentials that are known to the metadata server’s host.
3. The client sends the credentials to the metadata server.

Note: An alternative to providing credentials is to use Integrated Windows Authentication.
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Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

Sigr In 1o 545" User ID: Ahmed

- Password: Student1
. SAS Logon Manager

SAS Enterprise Guide

Metadata Metadata
Server Repositories

gsas

By default, the metadata server passes the credentials to its host. If the accounts are local, they are
verified by the host. The host can also be configured to pass the authentication request to LDAP or
the Microsoft Active Directory.

Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

Sionlo S Authenticated User

. SAS Logon Manager

SAS Enterprise Guide

Metadata Metadata
Server Repositories

gsas

The authentication provider verifies that the credentials are valid and returns the fully qualified user
ID to the metadata server.
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Note: The authentication provider does not return the password to the metadata server.

Note: The form of the fully qualified user ID varies depending on the authentication provider.

Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

Sigr In to SAS

. SAS Logon Manager

SAS Enterprise Guide

Authenticated User

ID: Ahmed lm
T

Metadata Met;dapa
Server Repositories

gsas

In the SAS identity phase, the system resolves the authenticated user ID to a particular SAS identity.
In this phase, SAS examines its copies of user IDs in an attempt to find one that matches the
authenticated user ID. One of the following outcomes occurs:

¢ A matching user ID is found, so a connection is established under the owning identity. The owning
identity is the user or group whose definition includes a login with the matching user ID.

Note: Integrity constraints ensure that there is not more than one owning identity.

Note: Not all applications enable a group identity to log on.

¢ No matching user ID is found, so a connection is established under the generic PUBLIC identity.
In the metadata layer, the user is a PUBLIC-only user.

Note: The matching process expects the SAS copy of the user ID to be qualified (if it is a
Windows user ID).

Note: Not all applications enable a group identity to log on.
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Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

Metadata Identity:

Ahmed Im

Metadata Metadata
Server Repositories

to SAST
SAS Logon Manager
SAS Enterprise Guide

gsas

The metadata server determines which metadata identity owns the user ID. Based on the metadata
identity, the metadata server can determine what level of access Ahmed has to the metadata. Access
to the metadata server is set in the repository ACT (access control template). Only users with
ReadMetadata and WriteMetadata in the repository ACT, named Default ACT by default, are enabled
to connect to the metadata server.

Authentication:
Initial Connection to the SAS Metadata Server

Authentication by active directory, LDAP, local security authority,
PAM, UNIX password file structure, or other provider

SAS Enterprise Guide .
Established

Sign In 1o SAS”
|\ SAS Logon Manager Connection

Metadata Metadata
Server Repositories

Gsas
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The metadata server sends a credential handle to the application so that when the application
requests information from the metadata server, it can pass the handle. The metadata server
then knows the metadata identity of the user.

SAS 9.4 Authentication Mechanisms

Authentication is the process of verifying the identity of a person or process
for security purposes.

Host authentication (credential-based)

Direct LDAP authentication /

Integrated Windows authentication

External

Web authentication

SAS internal authentication

Internal

SAS token authentication

Gsas

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority

Request for an
authentication token Le

SAS </
Management Console Metadata Metadata
o) Server Repositories

gsas
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1. The client asks Windows for a token that represents the user who is currently logged on to the
client computer.

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority

Authenticated token

iy

SAS
Management Console Metadata Metadata
[e) Server Repositories

gsas

2. Windows provides the token to the client.

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority

Authenticated token [m

SAS
Management Console Metadata Metadata
[e) Server Repositories

gsas,
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3. The client sends the Windows token to the metadata server. Notice that only the token is sent.
The user's password is not available to the metadata server.

Windows authentication, trusted authority

b=y

SAS
Management Console

0

Metadata
Server

Metadata
Repositories

Initial Connection: Integrated Windows Authentication

gsas

4. The metadata server sends the token back to Windows for verification.

Windows authentication, trusted authority

=3

SAS
Management Console

0

\ Accepted

Metadata
Server

iy L

Metadata
Repositories

Initial Connection: Integrated Windows Authentication

gsas,
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5. Windows tells the metadata server that the token is valid.

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority

9.20
O¢ 090
Ce
3
SAS
Management Console Metadata Metadata
[e) Server Repositories

gsas

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority

Metadata Identity:
Ahmed
3 o
. 4_@
SAS
Management Console Metadata Metadata
(o} Server Repositories

gsas
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6. The metadata server identifies the user and verifies that the user was granted access to the
metadata in the repository ACT.

Initial Connection: Integrated Windows Authentication

Windows authentication, trusted authority
e

=

=

Le

g Connection Established

SAS
Management Console Metadata Metadata

[e) Server Repositories

Gsas

7. The metadata server accepts the connection from the client.

Note:

Note:

For initial connection to the metadata server, this represents the verification phase. The
identification phase is essentially the same in all authentication models. After verification,
the authenticated token includes the user ID. The metadata server searches its logons
for a match. An inbound logon is still required.

There are limitations to IWA for servers on UNIX. To use IWA on UNIX platforms,
consider the following:

For SAS 9.4M1 on all platforms, you must purchase, install, and configure
an additional third-party product (Quest Authentication Services 4.0).

For SAS 9.4M2 on Linux platforms, you must ensure that a shared library that
implements the GSSAPI with Kerberos 5 extensions is installed and configured to
enable authentication against your Active Directory domain or Kerberos realm. Quest
Authentication Services fulfills this requirement, as do the krb5 packages that are
provided in supported operating system distributions and in various third-party
solutions.

When you use IWA on UNIX, only Kerberos connections are supported. (There is no
support for NTLM on UNIX.) If you use IWA for a UNIX workspace server that makes
outbound Kerberos requests, the service principal account in Active Directory must
have the trusted for delegation to all services privilege.

For additional information about Integrated Windows Authentication, refer to SAS® 9.4 Platform
Intelligence: Security Administration Guide.
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Initial Connection to the SAS Metadata Server

Only the verification phase varies. The SAS identity phase is always the same.

You need a well-formed user definition for each user who is not

a PU BL|C—On|y Ideﬂtlty Authentication by active directory,
local security authority, PAM,

UNIX password file structure,

2} or other provider
%&Fassﬁrd %
o pusLic , .
e e ID & password | Fost |«
Verification phase _— ( )
5
D
I1D & password—Hu Metadata 1—-/ J SASUSERS
= Server | —1 Identification phase
% +——accept—— D / p
Client ik, S—

& A Metadata
| Repository

Gsas

Metadata Identities

A user’s metadata identity includes a copy of the external account that the
user uses to log on to SAS applications.

Authentication by Active Directory, LDAP, Local Security Authority,
PAM, UNIX password file structure, or other provider

Authenticated User R

ID: Ahmed v
_— - [

| " jdoe
Metadata Metadata Jimmy Wu<2ne Doe -
Server Repositories \!f -
| ssmith
Ahmed Kauri
Sara Smith 9

Jose Vilas

Gsas

In general, each SAS user has identity information in two distinct realms:
¢ In an authentication provider, the user has an account that can access the metadata server.

¢ In the SAS Metadata, the user has a definition that includes a copy of the account ID with which
the user accesses the metadata server.
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Coordination between these two realms establishes a unique SAS identity for each user.
Each SAS identity is based on a match between the following two values:

e the account ID with which the user authenticates
e the account ID that is listed in the user's metadata definition

Creating Users and Groups

Here are two ways to define user and group identities:

« manually, using the User Manager plug-in in SAS Management Console
or in SAS Environment Manager Administration

+ using the user import macros that are supplied by SAS to import identity
information from an authentication provider

Documentation: SAS® 9.4 Intelligence Platform: Security Administration Guide
= Appendix = User Import Macros

§sas

There are other programmatic methods that can be used to create metadata identities.
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SAS Metadata
Repository

External Enterprise

|dentity Source

source-specific
,>1 extraction code

Enterprise
Extract Library
(raw data)

5 Y
%MDUEXTR
(extract)

| source-specific
normalizing code

Master
Library

%MDUIMPC

(creates table

definitions for
canonical tables)

/ Exceptions List /

~_ ¥
%MDUCMP
(comparison)

Library

Changes
Library

4
O %MDUCHGV

(integrity check) }

@ + / Errors List /
" %MDUCHGLB
(load changes)
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SAS 9.4 Authentication Mechanisms

Authentication is the process of verifying the identity of a person or process
for security purposes.

IUEGEIM - Host authentication (credential-based)
- Direct LDAP authentication

+ Integrated Windows authentication

- Web authentication

METGEIRM - SAS internal authentication ’

- SAS token authentication

Gsas

A supporting feature of internal authentication mechanisms unifies the SAS realm and provides a
degree of independence from your general computing environment.

Internal Accounts

SAS Administrator Has all capabilities provided by the metadata server
sasadm@saspw regardless of metadata permission settings, due to
membership of the Metadata Server: Unrestricted role.

SAS Trusted User A service identity that can act on behalf of other users.
sastrust@saspw

SAS Environment This account is required for communications between
W ENRET{IRYTV LW\ the SAS Environment Manager agent and the SAS
sasevs@saspw Environment Manager server. It also enables SAS
Environment Manager plug-ins to access the SAS
Metadata Server.

Y SWAGLNI LITERNTE MUY A service identity that functions as a surrogate for users
webanon@saspw who connect without supplying credentials.

Gsas

The SAS Anonymous Web User (webanon) is an optional account that can be used to grant web
clients anonymous access to certain SAS Web Infrastructure Platform applications (SAS Bl Web
Services and SAS Stored Process Web Application). This anonymous account is configured with the
SAS Deployment Wizard and is applicable only when SAS authentication is being used.
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If web authentication is used, the web application server processes authentication requests, and this
anonymous account has no effect.

For more information, see “Public Access and Anonymous Access” in SAS® 94 Intelligence Platform:
Security Administration, Second Edition.

Internal Accounts

+ Internal accounts are primarily used to connect to the metadata server.
They exist only in the metadata.

« They are authenticated by the metadata server.

« These accounts are created by the SAS Deployment Wizard and by the
User Manager plug-in in SAS Management Console or in SAS Environment
Manager Administration. L ——

() New User Propertes == Wew internal account for New Liser

i

sl | Gronaps arvd okes | Accourls | Aukbercaton New User@saspw

Loz efreed b flew Lser

Atbeieatine | oo | pemerd | [
=

Croe Tnteanel ot | |

3 Corcel | [ relp

Gsas

By initial policy, these server-level settings for internal account policies are in effect:
e Accounts do not expire and are not suspended due to inactivity.

e Passwords must be at least six characters, do not have to include mixed case or numbers,
and do not expire.

¢ The five most recent passwords for an account cannot be reused for that account.
e There is no mandatory time delay between password changes.

o After three failed attempts to log on, an account is locked. If an account is locked because
of logon failures, further log on attempts cannot be made for one hour.

e For an account that has a password expiration period, there is a forced password change
on the first use after the password is reset by someone other than the account owner.

¢ An internal account has the format userID@saspw.
If you need to unlock an internal account and you have the necessary host access, do the following:

1. Edit the adminUsers.txt file to create a new unrestricted user by adding the fully qualified user ID
preceded by an asterisk. Restart the metadata server for the change to take effect.

2. Log onto SAS Management Console with the new unrestricted user and unlock the account.
3. Verify that the account is unlocked by logging on to SAS Management Console with the account.

Remove the unrestricted user that you added from the adminUsers.txt file and restart the metadata
server.

Copyright © 2017, SAS Institute Inc., Cary, North Carolina, USA. ALL RIGHTS RESERVED.



1.1 Exploring Initial Authentication to the SAS Metadata Server 1-19

SAS Internal Authentication

2
sasadm@saspw
1 &password
__sasadm@saspw
&password

Metadata

4 Server N
accept
{)
[account (]
t
in

S

Client

account

sastrust

()
[login )

3

SAS Administrator Metadata Repository

Gsas

Internal Authentication

1. Atalogon prompt, sasadm@saspw and a password are entered. The client sends those
credentials to the metadata server for verification.

2. The metadata server recognizes that the ID is for an internal account (because the ID has
the @saspw suffix), so the metadata server checks the credentials against its list of internal
accounts.

3. After validating the ID and password, the metadata server accepts the client connection.
The connection is accepted using the SAS identity that is associated with the internal account.

Internal authentication alone is not sufficient to allow a user access to a standard workspace server
because a host account is required.

& Internal accounts are not designed to be used as end users.
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- Exploring Initial Authentication to the SAS Metadata Server

This demonstration illustrates the initial authentication process to the metadata server.
1. Log onto SAS Management Console as Ahmed.

2. Describe the connection profile.

3. Look at Ahmed’s properties under the User Manager plug-in.

4

Connect to the metadata server under the server manager plug-in, so that you can check the
metaserver log.

5. Open another instance of SAS Management Console as badguy.

. The application could not log on to the server
| | “"sassetverdemo sas.com:B5E1" The user ID "badguy” or
— the password is incorrect.

QK i Details <<

Error authenticating user badguy in function Logonldser. Error
1326 (Logon failure: unknown user name or bad passward. ]
Access denied.

The application could not log on to the server
"sasserer.demo.sas.com:8561". The user ID "badguy” or the
password is incorrect.

6. Go back to the other instance of SAS Management Console and look at the log.
7. Then go into SAS Environment Manager and look at the event.

8. Go to Environment Manager Administration and show the SAS Administrator identity (or SAS
Management Console).

9. Log on to SAS Enterprise Guide as Christine. See the difference. She has an operating system
account.

10. Log on to SAS Studio as any of these people.

End of Demonstration
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1.2 Exploring Authentication to
Processing Servers and Data Servers

Objectives

+ Explore how users authenticate to the workspace server.

+ Explore SAS Token Authentication that is used for the pooled workspace
server and the stored process server.

- |dentify the role of the object spawner.

« Examine the process of authentication to third-party database servers.
- ldentify when outbound logons are needed.

+ Explore authentication domains.

+ Review credential management.

§sas

Authentication to Processing Servers

Whether users enter their own code, execute a stored process, or enable SAS
applications to generate code for them, the code is executed on a SAS server.
Each server type has different capabilities.

Workspace Server - Host authentication (credential-
based), by default

- Integrated Windows Authentication
- (SAS token authentication)

Pooled Workspace Server - SAS token authentication

Stored Process Server

Gsas

Note: You can convert a standard workspace server to use SAS Token Authentication.
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Note: You can convert a standard workspace server to use Integrated Windows Authentication.

SAS Workspace Server

Most code that is generated by SAS applications is executed on a workspace
server.

A workspace server is a SAS session that executes SAS code to access
data libraries, perform tasks using the SAS language, and retrieve results.

By default, the following events occur:

- The object spawner launches a workspace server under the user’s
credentials.

« The user’s credentials are authenticated by the host operating system.

« The workspace server is shut down when the client application is shut

down.
Gsas
Connecting to a SAS Workspace Server
Workspace Server % ;
</>,
request
SAS Enterprise Guide > Metadata
Server
re) I\/IetaldaFa
Repositories
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas

Using the established connection to the metadata server, SAS Enterprise Guide requests access
to a workspace server.
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SAS Enterprise Guide

[)

Object
Spawner

Connecting to a SAS Workspace Server

2333] Workspace server
= -
e machine and port
</>,

Metadata

Server
Metadata

Repositories

Authentication Provider
(LDAP, Active Directory, Local Security Authority,
PAM, UNIX password file structure, or other provider)

Gsas
The metadata server searches the metadata for the workspace server in question.
Connecting to a SAS Workspace Server
s333] Host: Machine A
=) Port: 8591
. </>
SAS Enterprise Guide Metadat:\@
Server
re) Metaldatg
Repositories
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas

The metadata server retrieves the name of the machine that hosts the workspace server, the port
on which the object spawner listens for request for this server, and the authentication domain that is

associated with the workspace server.
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Connecting to a SAS Workspace Server

2000
3333
=
=
=

Host: Machine A
Port: 8591 hikd
SAS Enterprise Guide - Metadata

Server

Metadata
Repositories

[)

Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

9sas
The connection information is returned to SAS Enterprise Guide.
Connecting to a SAS Workspace Server
Workspace server Sle
request sent to </>
SAS Enterprise Guide Machine A, port Metadata
\ 8591 with credentials Server Metadata
o \ cached by SAS client Repositories
during initial
authentication
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
9sas

SAS Enterprise Guide uses the connection information to make the request for a workspace server.
If the authentication domain for the server matches that of the initial inbound login, SAS Enterprise
Guide passes along the credentials as well.
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Note: If the server is assigned a different authentication domain, SAS Enterprise Guide searches
its in-memory list of credentials for Jacques for credentials with the appropriate
authentication domain. If none is found, SAS Enterprise Guide queries the metadata server
for credentials for Jacques for that particular authentication domain (outbound login).

If none is found, Jacques is prompted for credentials.

Connecting to a SAS Workspace Server

2000
3383
=
=
==

SAS Enterprise Guide Metadata
Server

Metadata
[ -
Repositories

User ID: Jacques
Password: Student1

»

Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

gsas,

The object spawner sends Jacques’ credentials to its authentication provider. The default
authentication provider is the host.
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Connecting to a SAS Workspace Server
Sle
SAS Enterprise Guide Metadata
Server
re) Metaldatg
Repositories
Authentication
successful
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas
The authentication provider verifies that the credentials are valid.
Connecting to a SAS Workspace Server
Sle
SAS Enterprise Guide Metadata
Server
re) Metaldatg
Repositories
Launch workspace
server as Jacques
ﬁ Authentication Provider
= Object (LDAP, Active Directory, Local Security Authority,
ol Spawner PAM, UNIX password file structure, or other provider)
Gsas
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The object spawner launches the workspace server. It uses the launch command that was retrieved
from the metadata at start-up. The workspace server runs under the credentials that are provided
by SAS Enterprise Guide and authenticated by the host.
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Connecting to a SAS Workspace Server

2000
3333
=
=le
=

SAS Enterprise Guide Metadata
LY Server

Metadata
o \
Location of
workspace server
Authentication Provider

Repositories
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

gsas

The object spawner provides SAS Enterprise Guide with a TCP connection to the workspace server
session.

Connecting to a SAS Workspace Server

2000
£33
=
=le
=

SAS Enterprise Guide Metadata
Server

Metadata
Repositories

connection
established

Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

« &)~
'E; ~

gsas

SAS Enterprise Guide communicates directly with the workspace server.
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Connecting to a SAS Workspace Server

©

SAS Enterprise Guide

</>,
Metadata
Server

2000
3333
=
=
=

f /IO Metadata
Repositories
results returned code submitted
igg Authentication Provider
= Object (LDAP, Active Directory, Local Security Authority,
ol Spawner PAM, UNIX password file structure, or other provider)

9sas
SAS Enterprise Guide submits one or more requests for processing. Results are returned
to SAS Enterprise Guide as appropriate.
Connecting to a SAS Workspace Server
o
Metadata tm
Server Votad
etadata
o Repositories
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
9sas

After Jacques closes SAS Enterprise Guide, the workspace server session ends.

Note: The connection could close eatrlier if there is a TCP time-out.
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Authentication to Processing Servers

Whether users enter their own code, execute a stored process, or enable SAS
applications to generate code for them, the code is executed on a SAS server.
Each server type has different capabilities.

Workspace Server - Host authentication (credential-
based), by default

- Integrated Windows Authentication
- (SAS token authentication)

RLoTe) (e MYV TS Y E T INT-TA Y- T - SAS token authentication

Stored Process Server

Gsas

SAS Token Authentication

SAS token authentication is when the metadata server generates and
validates a single-use identity token for each authentication event. This
enables the following SAS processing servers to accept users who are already
connected to the metadata server:

« OLAP server
+ stored process server

+ pooled workspace server

The workspace server can also use SAS Token Authentication.

Gsas
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SAS Token Authentication

Metadata Server
(generates identity tokens)

1
request for
an identity token

2 4
identity token identity token

Client that ( / \
already has a a1
connection to identity token ——H Target
the metadata Server
server % ] 6

accept

Gsas

SAS Token Authentication is when the metadata server generates and validates a single-use identity
token for each authentication event. This enables participating SAS servers to accept users who are
already connected to the metadata server.

1. The user initiates a request that requires access to a target server (for example, a request in
SAS Enterprise Guide to open a cube that is associated with the OLAP server). Using the
existing connection to the metadata server, the client requests an identity token for the target
server.

The metadata server generates the token and returns it to the client.
The client sends the token to the target server.

The target server sends the token back to the metadata server for validation.

o M DN

The metadata server validates the token and returns an acceptance message
and a representation of the user to the target server.

6. The target server accepts the connection.

The benefits of SAS token authentication are listed here:

Individual, external accounts for credential-based authentication are not required.

SAS copies of individual, external passwords do not need to be stored in the metadata.
Reusable credentials are not transmitted across the network.

Metadata layer evaluations are based on the requesting user’s identity.

The limitations of using SAS token authentication are as follows:

e Host access is based on a shared login, if it is implemented for use on a standard workspace
server.

¢ |t is available only for metadata-aware connections to the target server.
o This authentication is not available for access to third-party database servers.
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Because SAS token authentication essentially uses a shared login (typically, sassrv), host access
to resources is based on the access rights that are associated with that account.

Converting a standard workspace server to use SAS token authentication requires some changes
to the server’s metadata.

In the Properties window for the logical workspace server, select SAS token authentication
on the Options tab.

SASApD - Logical Workspace Server Properties

General Options | Notes | Extended Attributes | Authorization |

Sacurity options
Server Bocess Security
[v Lse Server Access Securiky
Authenbcation service

" Host

(" Brompt

In the Properties window for the physical workspace server, select Launch credentials
on the Options tab.

Select Login
Current Login: {Mone)
{* Search £ Wieww Al
Authentication Domain: I ;I

Search Mow |

User I0: [conTams = |sasse

Login Results:

Faulbauth)

Selected Login: Isasbi'l,sassrv (Defaultauth)

oK, I Cancel Help
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Workspace Server Pooling

In pooling, a set of workspace server processes are
+ made available to process certain types of requests

+ reused for subsequent requests

« owned by a shared identity.

. Theprimary purpose of workspace server pooling is to enhance
& " ) performance by avoiding the time associated with launching
workspace servers on demand.

In general, pooling is used when a relational information map is
@ gueried, processed, opened, or used indirectly through a report.

Gsas
SAS Stored Processes
A SAS Stored Process has the following characteristics:
+ consists of a SAS program that is hosted on a server or in metadata,
and includes a metadata definition that describes how the stored process
should execute
A o+ [ w2
« is typically executed on a stored process server but can also be executed
on a workspace server )
ice \'7
SAS Er@rpﬁsemme SAS Inf M Stud e S“S:":[S;'OCQSS
\ \7
gsas

The stored process metadata properties determine which type of server the stored process is
executed on, where the source code is stored, and the type of output that is produced.
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@ Mewy Stared Process

Execution
Specify the file, execution environment and resulk bype For the stored process,

Application server:
<Select a server =
Server bype:

5 Default server
Select this option ko allow the client application to specify the server,

Stored process server anly
Select this option if the stored process uses sessions or if it uses replay (For example, to produce graphics in strearming oukput),

Workspace server only
Select this option if the stored process must be run under the client identity.

Source code location and execution:
Allow execution on other application servers (store source code in metadata)
@ Allow execution on selected application server only
Skore source code in metadata
@) Store source code on application server

Source code repositary: Manage...

Source file:

Edit Source Code. ..

Result capabilities: Skream Package
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SAS Stored Process Server

SAS Stored Process Servers interact with SAS by executing stored processes.
 Each stored process server handles multiple users.

+ Itis reused for subsequent requests. &“‘""l

« Itis owned by a shared identity. J'

+ This server includes load-balancing settings that the object spawner uses
to distribute requests between the server processes.

Gsas
Connecting to a Stored Process Server
@ Stored Process Server =0
request <>,
SAS Enterprise Guide > Metadata Server
Metadata
o Repositories
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas

Using the established connection, SAS Enterprise Guide requests access to a stored process server.
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&

SAS Enterprise Guide

Object
Spawner

Connecting to a Stored Process Server

8888 Stored Process Server
= .
=l|e machine and port

=
</> \
Metadata Server

Metadata
Repositories

Authentication Provider
(LDAP, Active Directory, Local Security Authority,
PAM, UNIX password file structure, or other provider)

§sas
The metadata server searches the metadata for the stored process server in question.
Connecting to a Stored Process Server
3388 Host: Machine A
% ° Port: 8601
B </> \
SAS Enterprise Guide Metadata Server
Metadata
o Repositories
i Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas

The metadata server retrieves the machine name that hosts the stored process server, the port on
which the object spawner listens for request for this server, and a token.

Note: A SAS identity token is a single-use, proprietary software representation of an identity.
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&

Host: Machine A
Port: 8601
Token for Jacques

SAS Enterprise Guide

-

Object
Spawner

Connecting to a Stored Process Server

2000
8883
=
=10

=
</>
Metadata Server

Metadata
Repositories

Authentication Provider
(LDAP, Active Directory, Local Security Authority,

PAM, UNIX password file structure, or other provider)

§sas
The connection information is returned to SAS Enterprise Guide.
Connecting to a Stored Process Server
3 =
Stored Process <>
SAS Enterprise Guide Server request sent Metadata Server
\ to Machine A, port etadata
8601 with token Repositories
generated by
metadata server
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
§sas

SAS Enterprise Guide uses the connection information and the token that is provided by the
metadata server to make the request for a stored process server.
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Connecting to a Stored Process Server

2000
8883
=
=

3 =
SAS Enterprise Guide Metadata Server

o ol Metadata
Token valid? Repositories
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

Gsas
The object spawner sends the token to the metadata server for verification.
Connecting to a Stored Process Server
E </>
SAS Enterprise Guide Metadata Server
o Metadata
Token validated Repositories
v
Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)
Gsas

The metadata server verifies that the token is valid.
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&

SAS Enterprise Guide

Object
Spawner

Connecting to a Stored Process Server

2000
8883
=
=10
=

<

/>
Metadata Server

Metadata
Repositories

User ID: sassrv
Password: Student1

Authentication Provider
(LDAP, Active Directory, Local Security Authority,
PAM, UNIX password file structure, or other provider)

gsas

If no stored process server is currently available and more can be spawned, the object spawner
sends the shared credentials, typically sassrv, to the host for authentication.

Note: During its own start-up, the object spawner not only retrieves the launch command for the
stored process server from the metadata, but also the shared credentials, user ID, and

password.

=

SAS Enterprise Guide

Object
Spawner

Connecting to a Stored Process Server

9000
8883
=
=
=

</>
Metadata Server

Metadata
Repositories

Authentication
successful

A

Authentication Provider
(LDAP, Active Directory, Local Security Authority,
PAM, UNIX password file structure, or other provider)

gsas

The authentication provider authenticates the credentials.
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Connecting to a Stored Process Server

2000
8883

=
=10

3 =
SAS Enterprise Guide Metadata Server

Metadata
o o
Repositories

Launch Stored Process
Server as sassrv

3333 / Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,

Spawner PAM, UNIX password file structure, or other provider)

6sas

The object spawner launches the stored process server. It uses the launch command that it retrieved
from the metadata at start-up. The stored process server runs under shared credentials.

Connecting to a Stored Process Server

3 x
SAS Enterprise Guide Metadata Server

X

\ Metadata
Repositories

o)

Location of Stored
Process Server

Authentication Provider
Object (LDAP, Active Directory, Local Security Authority,
Spawner PAM, UNIX password file structure, or other provider)

8338

=

—
o

6sas

The object spawner provides SAS Enterprise Guide with a TCP connection to the stored process
server. During the execution of the stored process, metadata server requests are done as an
individual user, and operating system requests are done as the shared account.
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Connecting to a Stored Process Server

2000
8883
=
=

3 =
SAS Ent7rprise Guide Metadata Server

Metadata

I o Repositories
connection
established
j |
8888 Authentication Provider
= Object (LDAP, Active Directory, Local Security Authority,
fd Spawner PAM, UNIX password file structure, or other provider)

gsas

SAS Enterprise Guide communicates directly with the stored process server. SAS Enterprise Guide
submits a request to execute a stored process.

Connecting to a Stored Process Server

3 x
SAS interprise Guide Metadata Server

/ /IO Metadata

Repositories

Results Stored Process

returned request
ﬁ‘; Authentication Provider
= Object (LDAP, Active Directory, Local Security Authority,
fod Spawner PAM, UNIX password file structure, or other provider)

gsas

The results from the stored process are returned to SAS Enterprise Guide as appropriate.
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Object
Spawner

Connecting to a Stored Process Server

2000
8883
=
=10
=

<

/>
Metadata Server

Metadata
Repositories

Authentication Provider
(LDAP, Active Directory, Local Security Authority,
PAM, UNIX password file structure, or other provider)

Gsas

After the execution of the stored process is complete, the stored process server is available
for reuse by other requests from the same or a different user.

SAS Object Spawner.

An object spawner does the following:
or stored process server

as necessary

hotes | Extended Attrbutes

Authorization

« listens for requests and launches servers,

SAS Object Spawners

Workspace servers and stored process servers are initialized by the

+ runs on each machine where you want to run a workspace server

< B Object Spawner - sasserver Servers | W

v Servers

Operating System Services - sasserver

SASApP - Pocled Workspace Server

[5ASApp - Store
[5SApp - Warks

1]

SASApp - Stored Process Server

SASApD - Visual Process Orchestration Design Server

SASApp - Workspace Server

Gsas
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SAS Object Spawners

When the object spawner starts, it retrieves information about how to launch
the servers. (It connects to the metadata server by reading its start-up file,
which is named metadataConfig.xml.)

Spawner E%

AT
- / v
§assrv sasSsSY  <User: Sdssrhv
e / i T
X W ¥ Sy

Pooled Stored Workspace Workspace Server
Workspace Process Server (standard using SAS token authentication)
Server Server (standard)

Gsas

If changes are made to the server or spawner configurations, the spawner can be refreshed to pick
up and apply these new changes. The refresh reinitializes the spawner and forces it to reread its
configuration in the metadata. As part of this refresh, the spawner quiesces any servers that it
started. The servers shut down when their clients complete their work.

To refresh an object spawner, follow these steps:

1.

2.
3.
4.

Expand the Server Manager node = Object Spawner. Then right-click the Object Spawner
machine name node.

From the pop-up menu, select Connect.
Right-click the Object Spawner node again. From the pop-up menu, select Refresh Spawner.

In the confirmation dialog box, click Yes.

Note: When an object spawner manages more than one SAS Application Server context,

you can refresh a specific application server by selecting Refresh Application Server.
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Connection to DBMS Data Libraries
Three authentications and permissions take place when you access
DBMS data.
- metadata authentication
+ SAS Workspace Server authentication
- DBMS authentication

Gsas

Three authentications and permissions occur when you access DBMS data.

Metadata authentication is the first. This is mainly for the metadata server to know who is requesting
the data and verify that the user has metadata permissions to the data.

Workspace server authentication is the second authentication. If metadata permissions enable the
user to access the workspace server, then the metadata server retrieves and passes the user’s
credentials to the host operating system of the SAS Workspace Server for authentication (via the
object spawner).

When the first two authentications and authorizations are met, the metadata server fetches the
corresponding metadata-stored DBMS credentials to pass to the DBMS for authentication. (These
credentials must be stored in metadata via groups for shared credentials or at the individual user
level, except when you use SQL Server Windows Integration Authentication).

Next, the DBMS system controls which data the credentials have permission to access. SAS cannot
and does not override the DBMS permissions on DBMS data. However, SAS can add or enhance
DBMS data permissions through metadata permissions.
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Seamless Connection to DBMS Data Libraries

To enable clients to seamlessly obtain user credentials for disparate systems
for outbound use, logons are stored in the metadata: User ID, Password, and
Authentication Domain.

8] JoeOra and
password

~ D 8388
o OracleAuth =) Oracle DBMS
o

Note: An example of outbound use is a DBMS or workspace server on a machine
with separate authentication from where the metadata server resides.

f GroupOr
aand
password

Gsas

Joe’s second logon provides seamless access to Oracle using an individual account. This logon
includes a password and must be in the Oracle server's authentication domain. The ETL group's
logon is a shared logon for the Oracle server. Joe’s personal Oracle logon has a higher priority.

Note: If you choose to store passwords for the workspace server, the relationships would be
comparable to the depiction of the Oracle DBMS, OracleAuth authentication domain, and
Oracle logons. For example, you might put the workspace server in WorkspaceAuth and
create individual and group logons in that authentication domain.
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Outbound Logons

Outbound logons can be defined on the Accounts tab of individual
and group identities and must include these items:

« a fully qualified external account

+ password

+ authentication domain

[=] Eric Propetrties

Generall Groups and Roles  Accounts I Authorizationl

Logins defined For Eric

E:’ OraGroup Properties

Generall Membersl Groups and Roles  Accounts Authorizat\onl

Logins defined for OraGroup

Authentication Dormnain

User ID

Password

Crasuth

oragroup

shsbokksksbbok

Authentication Domain

User ID

Password

Defaultauth

sasserver|Eric

Crafuth

orall

shskskoksbsbotoh

Gsas

Clients use authentication domain assignments to determine which credentials are valid for which
servers. The target server validates the client-supplied credentials against its authentication provider.

In most deployments of the platform for SAS Business Analytics, passwords for external accounts
need to be stored in the metadata to support only these types of access:

e seamless access to an external database
e seamless access to the standard workspace server in a mixed provider environment where

Integrated Windows Authentication and SAS token authentication is not applicable
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Authentication Domains

An authentication domain is a SAS metadata object that pairs logons with
the server definitions where those credentials are correctly authenticated.

[=] Eric Properties

General | Groups and Roles  Accounts I Authorization |

Lagins defined Far Eric

Authentication Do, User ID Passward
DefaultAuth sasserver|Eric
COrafuth Eric i I

Connection: Oracle Server Properties

General ODUU”SI NDtEsI Extended Attrihutesl Authnr\zat\nnl

Oracle Path Information

Path: |Oracle

Authentication Infarmation

Authentication type: IUsen’Passward ;I
Authentication domain: lOraAuth ' d Mew, ..

Gsas

For example, an Oracle server definition and the SAS copies of Oracle credentials (outbound
logons) have the same authentication domain value (for example, OracleAuth) if those credentials
authenticate on that Oracle server. Authentication domains can be managed using the Server
Manager plug-in or the User Manager plug-in. Right-click the plug-in and select Authentication
Domains.
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Credential Management

Each client application maintains an in-memory list of credentials
(user context) for each connected user. The list includes the following:

- credentials provided when the application is launched (cached credentials)
- credentials provided interactively during the session (prompting)

- retrieval of credentials from metadata, either from the user’s account
properties or from a group’s account properties in the user’s identity

hierarch
Y Example: Contents of a User Context

Password Authentication Domain

myWINID DefaultAuth

GroupDBMSid ~ ****®xx DBMSauth

Gsas

Note: Credentials from a user or group's metadata definition are not included in the initial list that is
created when a user logs on. Instead, such credentials are added to the list dynamically
(when and if they are needed during the user's session).

Copyright © 2017, SAS Institute Inc., Cary, North Carolina, USA. ALL RIGHTS RESERVED.



Console

1.2 Exploring Authentication to Processing Servers and Data Servers 1-49

- Monitoring SAS Servers and Sessions in SAS Management

his demonstration illustrates how to monitor SAS servers and sessions in SAS Management

Console.

1. In SAS Management Console, right-click the Server Manager plug-in and select Options.
Select Active, Inactive and Ended and click OK.

Sessions I Logging |

Choose the session states to display:

" Active and Inactive

{* Hctive, Inactive and Ended

x

N

Cancel |

Help |

2. Expand the Server Manager plug-in. Then select SASApp = SASApp - Logical Workspace
Server = SASApp - Workspace Server = sasserver.demo.sas.com. Right-click
sasserver.demo.sas.com and select Connect.

=4 SASAPp

: ..
- SASApD -
- SA5ApD -

- 5A5App -
- 5ASApp -
- 5ASApp -
B SASapp -
- SASapp -
. B[ sAsApp - Warkspace Servd

- 5 Web Infrastruc [ validate
- T Object Spawne ——————
- [f] Operating Syst nnect

Logical 545 DATA Sty
Logical QLAP Server
Logical Poaled Warks
Logical Stored Proced
Logical workspace 34

L [S'. Qpen
L &9 Refresh

3. Connect to the stored process server. Expand SASApp - Logical Stored Process Server =
SASApp - Stored Process Server. Right-click sasserver.demo.sas.com and select Connect.
Notice that the tabs become active when you are connected.
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4. On the Folders tab, navigate to Orion Star = Marketing Department = Stored Processes.

Right-click Analysis of Product Orders by Gender.

Flug-ins  Folders I Searchl | Nare
[]_i SAS Folders @v Analysis of Prod: - ednes b Comdee
E]---E}E‘ My Folder E“v Analysis of Prod B Copy
&[] BlLineage ) 2) CompanyPrompt X Delete
e 2 it parre
=[] Marketing Department (£ Gold Customer ¢ [ Export S4S Package. ..
D Dashboards Eqv Retail Price anal -
D Data @v Sales by Order 1 [&1 Deploy As Web Service. |
7] InFarmation Maps [£) sample of Produ Maks Compatible
[ Jobs I}N]v Supplier Order & Properties
D Prompts
D Reports I%
D Solutions

5. On the Execution tab, select Stored process server only. Click OK.

General Execution | Parametersl Datal .ﬂ.uthu:urizatiu:unl

Application server:

SASApp
Server bype:

Default server
Select this option ko allow the client application ko specify the server.

& Stored process server anly
Select this opkion if the stored process uses sessions or if it uses replay (For &

Workspace server only
Select this option if the stored process must be run under the client identity.

6. Start a SAS Enterprise Guide session. Select Start = All Programs = SAS =
SAS Enterprise Guide 7.1. Close the Welcome window.

7. Inthe Server list, expand Servers = SASApp.
8. Locate the process that is running under Jacques’ credentials. What is the process ID?

9. In SAS Enterprise Guide, select File ® Open = Stored Process. Navigate to Orion Star =
Marketing Department = Stored Processes. Select Analysis of Product Order by Gender.
Click Open.

10. Highlight the stored process in the Process Flow window. Select Run = Run Analysis
of Product Order by Gender.

Return to SAS Management Console. What is the process ID? The process ID varies.
Who is the process owner? sassrv
11. Expand sasserver.demo.sas.com and select the process ID. Click the Sessions tab.

Are any sessions listed? If not, why not? The session is listed while the stored process
executes. (That might be too fast to see.)

12. Return to SAS Enterprise Guide and rerun the stored process. While the stored process
executes, return to SAS Management Console and select the stored process server PID.
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Was a new process started? No, the process was reused.

Plug-ins I FDIdersI SEarchI

Repository: I ¥ Foundation LI

|_—J'\.€,- SESEOH ;I
(ﬁl SASApD - Logical SAS DATA Ste
(ﬁl SASARP - Logical OLAP Server
(ﬁl S858pp - Logical Pooled 'Works
E](El SASApp - Logical Stored Proces
B[ sasapp - Stored Process S
E}'@ sasserver, demo, sas,co

Clients Sessions I Optionsl Loggersl Lu:ngl

| | I I Cwrier I State

'E b33155bc-3cd6. .. Jacques Ended

End of Demonstration
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; (Optional) Configuring Access to a Database in
SAS Management Console

This demonstration illustrates how to create a group for the purposes of storing credentials that
access a database server, define a database server, and register a library in SAS Management
Console.

1. In SAS Management Console, define a group that stores credentials that authenticate
to a database server.

Right-click the User Manager plug-in and select New = Group.

ﬂ |||ﬁ, BI Dashboard: Admir]

) Monitoric (5 Refresh E BI Web Services Use

- sAst
|:| Maintenz
Il Application I
I-885 Configur.
t @] Deploymm

Optians. ..

Authentication Domains. .. d New Group

by Diaba Management B

About User Manager

2. Onthe General tab, enter the group name OraGroup.

General I Membersl Groups and Ro\es' Accountsl Authorization'

@ Group

Mame: |OraGrnup

Display Mame: |

Description: [

3. Click the Members tab. Clear Show Groups. Add the first four users that are listed by holding
down the Shift key while you highlight the names. Click the arrow facing to the right.

[ Show Users [~ Show Groops [+ Search A

mvailable Identities: Current Members:

a Darrel
& Ellen
& Eric

& George
& Glaria
a Harwey
& Herri
& Jacques -
& Kari

A i _“[Mowes selecked items between companents. |

4. Click the Accounts tab and click New.

Ef OraGroup Properties

General | Membersl Groups and Roles  Accounts | Authur\zatiunl

Logins defined For OraGroup

Authentication Domain User 1D | Password I Mew
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5. Enter the following:
e oracleid for the user ID
e Studentl for the password twice

Click New next to the Authentication Domain field to create a new authentication domain
that can also be attached to the registered database server and libraries.

j=] New Login Properties

domainiuserid, See help For details.

Entet Login information. Enter User IDs For Microsoft Windows in the Format of

User ID: Iaracleid

Password: I********

Corfirm Password: I********|

Authentication Domain: IDEFauItF\uth LI

6. Enter OraAuth. Click OK.

¥=J New Authentication Domain
Mame: IOra.ﬁ.uth|
Descripkion: I

[ Cutbound only [ Trusted anly

Ok I Cancel Help

7. Click OK to create the group.

8. Define the Oracle server.

1-53

Right-click Server Manager. Select the New Server option to access the New Server Wizard.

}@ Lser &% Refrash

about Server Manager

E}D Maon o
B | e
Fﬁl futhe Mew Server. .. o
) Mair

[:| Applicati Options. ..
--% Canl
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9. Select Oracle Server from the Database Servers list. Click Next.

New Server Wizard

Newr Server Wizard
Select the bype of server vou want bo define.

ED Resource Templates
E}D SErvers
E|E| Cloud Servers
[#] Hadoop Server
E1-[7 Cantent Servers
- [{] EstiMap Sarver
-[{] Ftp Server
[ Hetp Server
[—]Ej Database Servers
- [{] Aster Data Server
- [#] DB2 Server for UNIX and PC Hosts
- [£] DB2 Server for 2/05 Hosts
- [{] Greenplum Server
- [{] Hawg Server
- [{] Impala Server
< [{] InFormix Server
- [{] Microsoft Excel Server
- [{] Microsoft SGL Server For UMIX Hosts
3 MyS0L Server
- [£] Meoview Server
- [{] Metezza Sarver
- [{] DB server
--[{] OLE DB server

Er

[ PT fsset Framewnrk Svstem Server

10. Enter an appropriate server name in the Name field: Oracle Server. You can supply an optional
description. Click Next.

New Server Wizard

New Server Wizard
Specify the name and description For the new Oracle Server,

Marme: Oracle Server

Description: -

< Back I Mext = I Finish Cancel Help
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11. The server properties that are displayed in the window are default values and should not be
changed. To change the Associated Machine property, click the down arrow at the right of the
field and select the appropriate server from the drop-down list.

Click Next.

New Server Wizard
Enter the Following server praperties,

Majar version number; Iﬁ

Minor wersion number: |D

Software version: |

Yendor: |Oracle Corparation

Associated Machine: Isasserver.demo.sas.com - Blew...

< Back I ext > I Finish | Cancel Help

12. Enter the following connection properties:

e Path to the Oracle Server: newserver10G. (This value is contained in the tnsnames.ora file
that is generated during the Oracle installation. The file is stored in an Oracle installation
directory such as /opt/oracle/app/oracle/product/10.2.0/db_1/network/admin/tnsnames.ora.
The alias for the connection information is contained in this file.)

¢ Authentication Domain: Click the arrow at the right of the field and select the authentication
domain that you created when you created the Oracle group. This enables the appropriate
Oracle user ID and password to be used with this server.

Click Next.

New Server Wizard
Enter the connection properties,

Oracle Path Information

Enter the Path to this Oracle Server

Path: InewserverlUG

Authentication Information

Enter the authentication information needed to connect to this server

Authentication bype: [User/Password |
satrertesten oo [ | ..

< Back I Mext = I Finish Cancel Help
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13. Click Finish.

The following server will be created:

Server:
Oracle Server
Major versiom nuumber:
1L
Minor wersion number:
0
Vendor:
Oracle Corporation
Associated Machine:
sasserver.dems.sas. com

Commection:
Connection: Oracle Server
Buthentication type:
U=ser/Password
Path:
oraclelli
Buthentication domain:
Oralduth

< Back | Iext = | Finish I Cancel | Help |

14. Define an Oracle Library.

Expand the Data Library Manager plug-in. Right-click Libraries and select the New Library
option to access the New Library Wizard.

E]fzi Data Library Manager

= i ﬁ, open

L% Refresh
B Mew Library. ..

15. Select Oracle from the Database Data list. Click Next.

New Library Wizard

New Library Wizard
Select the bype of library wou wish to define.

E---D Resource Templates

=[] Libraries

B {1 Databass Data

3 Aster Data Library
--[#] DB2 Library For UNIX and PC Hosts
- [f] DBZ Library for zj05 Hosts
3 Greenplurn Library
3 Hadoop via Hive Library
- [#] Hawg Library
3 Impala Library
3 InFormix Library
- [4] Microsoft Excel Library
-~ [] Microsoft SGL Server Library for UNLX Hosts
- [4] MySGL Library
3 Meoview Library —
- [4] Metezza Library
- [f] ODBC Library
DE Library

|»

- [£] PI Asset Framework Library

3 PI System Library

3 Postgres Library

- [£] 58P HANA Library

- [{] Sybase Iq Library

3 Sybase Library

[{] Teradata Library LI

= Back: Mext = Fimish Caneel | Help |
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16. Enter Oracle Library in the Name field. Click Next.

New Library Wizard

MNew Library Wizard
Specify the name, description, and location For the new Cracle Library,

1.2 Exploring Authentication to Processing Servers and Data Servers

ame:

Description:

Location:

|Orac|e Library

I,l’Shared DatajSource Daka

< Back | Mext = |

Finish | Cancel | Help |

17. Move SASApp over so that this library is assigned to the SASApp server context. Click Next.

Vew Library Wizard

Mew Library Wizard
Select the SAS servers where this library is ko be assigned. This step is optional,

Available servers:

Selected servers:

< Back I Mext = I

Finish Cancel Help
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18. Enter oracle as the libref. Click Next.

Mew Library Wizard

Mew Library Wizard ]

Enter the Follawing library properties.

Libref:  faracle]

Engine:  [ORACLE

Advanced Options. .. |

= Back I Mexk = I Fimish | Cancel Help |

19. The database server is Oracle Server. For the database schema name, enter Scott. Click Next.

New Library Wizard

Mew Library Wizard ]
Specify the server and connection information.

Server Details

Database Server: IOracIe Server j Mew, ..

Database Schemna Marne: |

Caonnection Details

Conneckion; Connection: Oracle Server vI Mew, .,

Default Login:

< Back I Mext = I Fimist Cancel Help
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20. Click Finish.

New Library Wizard

1-59

The following library will be created:

IL:i.brary:
Oracle Library
Location:
fBhared Data/Zcurce Data
Azzigmed to SAS Servers:
SASApP
Libref:
oracle
Engine:
ORACLE

Database Serwver:
Oracle Zerver
Connection:

Connection: Oracle Serwver

< Back | Mext = | Finish I

Help

Cancel I

21.

ORACTF
'lﬂ Register Tables, .,

5fl Oracle Library

Display LIBMAME Stakement. ..

Edit Assignments. .,

Right-click Oracle Library and select Display LIBNAME Statement.

22. The interface generated the LIBNAME statement that is processed when a user in that group
accesses Oracle tables from this library, but they are not prompted.

Note:
user cannot retrieve passwords from metadata.

The following LIENAME statement has been generated far the library "Oracle
Library".

If you are logged on as the unrestricted user, you are prompted because the unrestricted

E;" Display LIBNAME Statement E

LIBMAME oracle ORACLE PATH=oracle11i USER=oracleid
PASSWORD="{SAS00XBATESD0G1 CBA06BEA7 F2455F 37 3B030E" |

E

=

End of Demonstration
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