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Digital Ecosystem and Fraud Trends in Banking

Gokhan Dumrul, QNBFinansbank

| have been working as the Team Leader in charge of QNB Finansbank Digital
Channels Security Management since January 2019. | manage the processes
of evaluating new technologies related to fraud systems and managing
integration studies, as well as determining the security requirements of new
products to be offered through digital channels and creating actions. | have 13
years experiences about Fraud management.
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Digital transformation and growth trends on banking

Money transfer
Bill Payments Fast Money Transfers

Money withdrawal with Qrcode
Mobile Payments
Digital Wallets

Digital

Digital Onboarding

Banking

Open Banking Service Banking
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Active Digital Banking User Count In Turkiye
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Total Customer Acquisition
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Digital Channels Total Money Transfer Count at Turkiye (Million)
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Digital Channels Total Money Transfer Count in Turkiye (Million)
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Digital Channels Payment Transaction Count in Turkiye
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Digital Channels Payment Transaction Amount in Turkiye
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Mobil Payments (HCE + QRCode)
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Does this digital transformation
increase bank customers
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Impact of digital banking growth on fraud trends

Banks improve their digital fraud prevention strategies day by day,
fraudsters have turned their focus to HeldEIR= = glal,
Whetslgslcustomers are seen as a weak link
instead of fraud methods such as account takeover.
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The importance of fraud technologies in digital banking.

SAS EXPLORE

New products and
services through digital
Channels,

New partnershipsand
integrations

Increasing transaction
numbers and data

roaming
Complex fruad event

Accelerated processing
times
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The importance of fraud technologies in digital banking.

Figure 1. To what extent does your organisation use artificial intelligence for the
following business uses?
. Ve U528 ol Meavily

Fraud detection | D
“ Banks are bullish that artificial intelligence will help
Optimising T cperations [ D . . . el .
B them to achieve their business priorities, fuelling back-
ot somency o ) T office efficiency gains, product innovation and new

RN business models. But a recent survey suggests that
technology decision-makers have a clear strategy for

using Al to achieve their goals—balancing business
ceditseern (D benefits againstincreasing complexity and risk.

optimising product design | TE)
Sales and marketing cptimisation |

Parsonalging customear experience 435%

Persanalising imestmants 5%

Portfolic optimisation [ Source:
The Economist Intelligence Unit Limited 2022

Banking on a game-changer: Al in financial services
Sponsored by Temenos
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SAS Fraud Management - Expectations

» Real-time alert creating process,

» Real-time customer verification process, (IVN, NFC ETC)

» Real-time front end actions, ( Decline, hold, otp etc,)

» Collecting data different data source,

» Creating customer profiles with writing smart rules,

» Backend actions ( Customer block, inactive session etc)

» A user-friendly monitoring interface, - Account, Card and Demographic information,

» Global support service,
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SAS Fraud Management / Difficulties in the integration phase

» QNB Finansbank became the first bank in Turkey to integrate Sas Fraud Management,
» Global fraud experience did not initially match up with their experience in Turkey,

» Before the Sas Fraud Management Integration, Old fraud tool was near real-time, needed to develop some
issues our core banking,

» Ul performance needed to be improved,
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SAS Fraud Management - Prod Process

» Customer level fraud process created,

» Number of monitored banking channels and products increase,
» We reduce more than %60 manuel alerts,

» Improved customer experience by preventing transaction delays,
» The need for It development has been reduced,

» Needed time to create a complex, smart rules was almost a few days; now only a few hours.
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SAS Fraud Management - Fraud Process

< CONFIRMATION
<« X
Transfer Information . .
Recipient Details
Send Money to IBAN

Recipient Name Surname BU***:

Recipient IBAN TR85 0011 1000 . o
Bl 1 QNB Finansbank

Bank Name QNB Finansbank

Select Account/Card for Transfer

Description

Employee Account
TR33 0011 1000 0000 v

Sas Fraud
Balance 1,000.45 TL

Transfer Amount 1.00 TL
Transfer All

Management

1.00TL Total Amount 1.00 TL

Transaction Date

Today e Transaction Details

Source Account Account

Description
Account Number

Payment Type Transaction Date 11.08.2023
v
Payment to Account
Payment Type Payment to Account
Transfer Type Inbank Transfer

Continue
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Turkish ID cards have chip
technology. If we see a
risk in the transaction, we
can ask customers to
confirm their identity
with the mobile device
contactless feature.

SAS EXPLORE

We will ask you for additional
verification to complete your
transaction....

You will need to use your Turkish Identity card to
continue your transaction. Please prepare your T.C.
ID card.

Fraud Process / Verification Type 1

all = (.

< x

Please prepare your Turkish Identity
card for security verification.

After pressing the scan button, keep yvour new T.C.
ID card in contact with the top of your phone as
shown and wait without moving it until the
verification process is completed.

Scan

gsas
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Fraud Process / Verification Type 1

Keep your new T.C. 1D card mn contact with the top

of your phone as shown and wait without moving Your 1D card has been read successfully
it until the verification process s completed

Vazgecg

47
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Fraud Process / Verification Type 2

e Q x

Merhaba Ahmet Bey. Az &nce bir para
transferi yapmak istediniz. Bu hesaba ilk kez

birkag soru sormam gerekiyor.

islem Detaylan

Ahcyismi : Ece Tugran

_ Tutar : 2.500,00 TL

() . cse H . Alict banka : Akbank
QN B FI n a nSba n k DIJ Ita I I ntel I Ige n Ce Hesabinizdan yaptudimiz transfer Alici hesap : TR

. igslemi igin glvenlik dogrulamas
which called Q can contact customers vepmariz gerekiyor. Dogrulama isin
like an analyst. Then It can send caven bankac: gibi resmi gorevi ofarak

o (O . . . tanitan kisiler mi istedi?
customers verification or objectionto
Resmi gdrevlilerin bdyle yénlendirmeler

SAS Fra u d M a ngement . yapmadidini belirtmek isterim.

(Evet, baskalan isted D

(Haym béyle bir gdriisme yapmadlm)

Hesaplanm / Kartlarim
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Thank you!

linkedin.com/in/gdkhan-dumrul-26bb11110
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https://www.linkedin.com/in/g%C3%B6khan-dumrul-26bb11110
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